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Abstract: Modern organizations leverage highly distributed, global deployments to provide high
availability and resiliency for cloud-first applications. By hosting these applications across multiple
geographic locations and relying on highly available services, organizations can prevent disruption
to their business and reduce complexity by employing the scale of infrastructure offered by major
cloud providers. Global deployments in the cloud are built on well-known models such as failover,
load balancing, and scalability. However, traditional methods used to recover from regional
failure—while effective—can be complex. Typical multi-region recovery and high availability
system architectures have latency and cost risks that should be considered when facing other
limitations such as deployment models in the cloud. This document describes the different traffic
management techniques that can be applied to multi-region strategies, focusing on trade-offs and
costs. The introduction of new traffic management techniques being applied to the traditional global
architectures now allows organizations to adopt cloud services more efficiently. Traffic
management is much more straightforward in some environments, while others have started to
leverage their traffic management platform via routing. In multi-region deployments, active-active
and active-passive are the most common architectural models, allowing organizations to seamlessly
handle failover, scalability, and global distribution based on business goals and requirements.
However, traffic management for these infrastructures is critical to ensure just data distribution and
efficiency, maintaining costs under control and workloads rerouted when necessary. Using the new
traffic management techniques will allow organizations to evolve system architectures easily based
on business requirements, taking advantage of cost benefits from multiple infrastructures. In these
scenarios, traffic management becomes a crucial backbone of success to ensure that traffic is being
efficiently and intelligently distributed [1].

Keywords: Global Deployments, Cloud-first Applications, High Availability, Traffic Management
Techniques, Multi-region Strategies, Failover and Load Balancing, Scalability, Active-
active and Active-passive Models, Cost Efficiency, System Architecture Evolution

1. Introduction

We live in a global era. The regions we construct to partition the earth aren't just
beneficial for mapping facets, food, flora, and fauna. Constituents of information
technology, diaspora, and services we deliver can do their best when they are close to
their customers, employees, and partners. By running applications from locations
distributed around the world, end-user interfaces respond faster and are, of course, more
resilient to failed network gateways or transit routes, in addition to the architecture's
provisioning of service. Multiple regions also deliver application-level regulatory
compliance, the possibility to assign local data sovereignty choices to business-measured
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locations, and dissemination speed improvements with how cloud-native applications are
written and utilize their globally near cloud-resident back-ends [2].

In the case of the telephone call center, those best communication traits end users
want can be mirrored by maximizing nearby resilience, while at the same time ensuring
calls don't turn into bad packets, by keeping the packet distance that can introduce that
badness at the smallest minimum delay distance across known good networks. But it
doesn't come free; regions are neither cost-free entities unto themselves, nor divorceable
islands uncoupled from metering. The duplication of architectures, the expansion of
storage and traffic, and, worse, regional service isolation from spending concentrated on
the lower unit cost pricing of truly global deployments, alongside those of the single-
region socially driven winners, must be factored into deployment and cost allocation
plans.

1.1. Background and Significance

As enterprise organizations expand their traditional data center-hosted application
workloads into modern architectures based on hybrid and native cloud platforms,
operational transformation becomes a key stakeholder in all future design decisions [3].
With the realities of extreme complexity and the business requirement of non-stop,
mission-critical, zero-downtime operations, do the employees dedicated to continuous
operation have common components and design oversight across the hybrid and native
cloud footprint? It is critical to utilize multi-region architectural decisions enabled by
cloud providers to complement solutions agnostic to developer language, platform
idiosyncrasies, operator obfuscation, and the utilitarian disbursement of talent domain
expertise into program passion platforms. Ensuring high availability and resiliency in
global deployments is an essential communications network influencer. The drive for
companies to have a 24/7 internet presence causes them to take measures so that if there
are any service interruptions, these are minimized. In any disaster recovery plan, it is not
just hardware failures that are the risk, but also software failures, and as noted previously,
human error. The major cloud providers provide many services, which, when combined
with network services and traffic management techniques, provide a base for a foundation
of automation and resiliency to underpin many of the high-availability requirements that
are necessary for 24/7 operations. It is not just the cloud provider’s services that can help
with high availability and resiliency, but also new technologies wired into hardware. With
conventional load balancers, employing dual data centers introduces the scenario when
both load balancers could fail. Any service-level monitoring software you write has to be
extremely careful, as out-of-band options, such as being in different cloud availability
zones, can introduce unexpected latency or costs to traffic flows [4].

Equation 1: Availability Equation
The availability of a system can be expressed as:
Uptime
B Uptime + Downtime

Where:
Uptime is the total time the service is operational.
Downtime is the total time the service is non-operational.

2. High Availability and Resiliency Concepts

What is the meaning of high availability (HA) and supporting concepts such as
resiliency, disaster recovery, and fault tolerance? A high availability architecture should
protect against both project failure, which results in loss of service, and user-visible errors
or failures. These should manifest themselves primarily as extremely high latency or
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unresponsiveness to requests, rather than simply an inability to start new VMs or obtain
other resources. Knowing which resources are failing is also critical to a well-functioning
HA system.

Not all applications require high availability. Web servers showing "read-mostly"
traffic, simple games, and other relatively pointless simulations do not generally need
high-availability architectures. Even the type of web-based application that people think
about most when contemplating HA architectures most frequently does not require HA.
If a marketing website is unavailable, or it cannot process financial transactions for a few
seconds or minutes, this is considered acceptable for many businesses.

However, critical web services require high availability. The difference in the types
of applications comes from the conversation about five nines, or 99.999% availability. A
relatively pointless web simulation or marketing website needs 99.999% availability, or
315 seconds of downtime annually [5].
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Figure 1. AWS High Availability: Compute, SQL and Storage

2.1. Definition and Importance

By high availability and resiliency, we mean the reduced downtime of a solution that
is due to either operations or failures. With a highly available solution, an organization is
better positioned to handle the costs of downtime, lost business, and the required
resources to restore a solution. These costs, of course, will depend on several factors
including the type of solution, the length of the downtime, the complexity of the systems,
and the organization using the solutions [6]. With a resilient solution that is available
across geographic regions, the organization can mitigate some impacts associated with
site-wide events, such as power outages, network outages, natural disasters, service-
related outages, security threats, and similar business continuity and disaster recovery
events or scenarios. Finally, the chosen approach should be addressed in the
organization's business continuity and disaster recovery planning. If an organization does
not have a plan or an approach for data center resiliency, stop and create a plan before
deploying any solution in a cloud environment.

3. Multi-Region Architectures

One of the core processes that you'll put in place as you consider ways of creating
higher resilience and better high availability is moving portions of your solutions out of
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single-region and single-data center deployments and creating some or all of your
solution in multiple sites, which usually means multiple regions or at least separate data
centers within a region. This will get you better protection from outages in any one region.
These types of multi-region deployments benefit customers who have users who need to
be able to access your solutions very close to their location. Moving to a multi-region
deployment means that you have to decide which services to move to which regions, and
then decide how well you want the resilience and the capacity of each of these sites to be,
and then make some architectural decisions on how to tie these disparate sites together.
In many cases, to make it seamless and transparent to the user, you'll also want to
integrate these disparate but fundamentally equivalent solutions into a seamless system
with global reach and a shared user experience. Since there is no such thing as manually
requiring customers to restart a session or frequently have users log in again, this may not
be a solution for connectivity across regions [7].

While it would be very easy to create a disaster recovery plan if there were only non-
shared assets in each region and at each site, there are numerous good reasons to have
multiple-use regions when deploying a global domain and your challenge is to segregate
enough of your solution into these different regions/sites that they can be autonomous, or
nearly so, for failover and other important reasons, while at the same time, maintaining a
seamless operational experience for your end users and customers. Otherwise, you're
planning for a world in which you, working in partnership with several suppliers, are
building and maintaining a large number of siloed solutions that completely fail to take
advantage of the many techniques that are available to create a worldwide resilient
domain based on truly shared infrastructure.
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Figure 2. AWS Multi Site Active Passive Architecture

3.1. Advantages and Challenges

The consensus across the industry is that enterprises prefer hybrid, public, or multi-
cloud architectures to host their workloads to benefit from advantages such as resiliency,
high availability, auto-scaling, and performance optimization based on the source of
access, including re-architecting their applications in multi-region scenarios near their
customers or leveraging containers and serverless technologies. The combination of multi-
region strategies and traffic management can also greatly solve the challenges of extreme
but geo-distributed load peaks, save on costs, and potentially even better optimize
application services, depending on the source of the traffic.
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Delivering a geographically distributed global solution that runs on several regions
worldwide has been a major challenge, partially solved, but nearly unsolvable with major
players in the Application Services Layer. There are several good tools and other solutions
to mitigate such issues, but so far, none have been able to deliver the full benefits of an
ideal solution that could easily add or switch between regions or, due to traffic
optimizations, serve traffic from other regions, all in the shortest possible time. Until we
managed to combine various traffic management solutions for on-premises global traffic
management, there were no simple mechanisms for improving regional resiliency in the
public cloud [8].

4. Auto Scaling Mechanisms

Chapter 4: Auto Scaling Mechanisms One of the most important mechanisms in
cloud computing to ensure high availability, auto-scaling is an invaluable asset, providing
additional passive capacity at normal traffic levels for better availability or minimizing
running costs. With auto-scaling, our applications should be able to handle discrete,
scalable traffic conditions and change between them without interruptions, in an
automated manner. Node clones of the primary application, load balancers, or the
database should be able to scale out and scale in according to our application’s needs. In
the standard, simple cloud auto-scaling models, our applications auto-scale to capacity
when the number of incoming requests increases significantly, and auto-scale when the
number of incoming requests drops close to zero. We can schedule a minimum number
of active nodes that should always be available to serve the current traffic. This “capacity”
feature ensures we never have a “cold start” and never have to wait for nodes to spin up.
Another popular feature offered by many auto-scaling services is based on node health
and performance factors [9]. When CPU load, for example, crosses a certain user-defined
threshold, auto-scaling is triggered to launch nodes, and when CPU load drops below
another certain threshold, it triggers the termination of unnecessary nodes. Some auto-
scaling services also support manual “pause” / “Continue” scaling functionality.
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Figure 3. Ensure High Availability in AWS with Auto Scaling and Load Balancing
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4.1. Types and Benefits

In this section, we will discuss distinct levels of failover and disaster recovery
solutions, ranging from lower levels such as single-region deployments, stretched clusters,
and cloud-based disaster recovery, through higher levels such as single-region highly
available and resilient configurations. Two types of commonly used high availability
functionality are protected virtual machines and application-level high availability
provided by application platforms or special appliances. As the main subject of our paper
and concepts we will be introducing, we will provide a separate section detailing DNS
routing-based highly available architectures and configurations, where the loss of an
entire region will not lead to downtime or noticeable resiliency and backup recovery
strategies in clouds, based on services the cloud providers offer to protect the assets. A
global deployment offers the highest level of availability and resiliency and is traditionally
the most effective protection against a failure, including a full region outage [10].

5. Traffic Management Strategies

Once the basic network is defined and proper levels of availability are built into the
architecture, how do we direct users to the appropriate region and address any other
unique networking requirements? This becomes largely a traffic management challenge,
based on monitoring traffic and using various integrated and external control mechanisms.
Several readily identifiable strategies are applied in varying combinations including
weighted round-robin and latency-based, multi-AZ, and subscription-level failover. More
advanced capabilities involve the use of behind-the-scenes DNS-linked control-plane
failover and load-based routing through the integration of their mechanisms.

When using a content delivery network, our best practice is to create multiple
distributions pointing all to the unique web services of the various regions. Then consume
a single product domain name into the client application, leveraging the capability of
named distribution with cross-region load balancing. Since distribution configuration
objects are unique per region, the settings can be tuned to the geography, content targeting,
and regional consumption patterns of the unique ecosystems, leveraging geo- and session-
based caching, post/pre-URI Privacy Guarding, and custom security controls at the layer,
helping to make this a robust solution [11].

Equation 2: Traffic Management

Traffic management can be defined by measuring the distribution of incoming requests
across regions:

Ttotal = Tregionl +Tregion2 ... +TregionN

Where:

T_{regionX} is the traffic directed to each region based on policies (e.g., geographic
routing, latency-based routing).

5.1. Load Balancing Techniques

In a global deployment, end users expect a direct connection to the closest data center
to minimize network latency, reducing the possibility of errors or timeouts as data crosses
the Internet. Elastic Load Balancing and Traffic Manager provide this capability
transparently to the end user. They route the connection request to the closest data center
or the healthiest data center as judged by the round trip time or percentage of available
application instances. The load balancer makes the decision and corrects in real time if
existing sessions need to be rerouted or drained. These layers provide capabilities to
manage and maintain the health of the applications, infrastructure behind the load
balancer, and failover. Both services distribute them across three sites and five cities with
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a mix of partner hosting facilities, co-location, and leased data center space, providing
resilience to natural disasters, man made disasters, and network outages [12].

Successful use of multiple regions or multiple data centers representing one region
is tightly related to the level of detail in planning for high availability and resiliency by
the architecture and operations teams. These details include virtual IP addresses and live
configuration files, load balancing techniques, maintaining sessions, testing, routing, and
firewall rules. Both services recommend several techniques including leveraging
Availability Sets or Availability Zones, but by far the most significant performance gain
we observed lay in the choice of load balancing [13]. After testing five different scenarios,
we found the difference load balancing makes in maintaining and draining sessions and
managing failover is the most significant as the load increases. We also found differences
in the ability of traffic managers to easily scale in the cloud for sudden bursts of traffic.
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Figure 4. Azure Load Balancer: High level architectural view for Developers and Solution
Architects

6. Case Studies and Best Practices

Now is when it all comes together [14]. What are the specific deployment
architectures and best practices to ensure that your strategic IT objective of global high
availability and resiliency is met? In this chapter, we review two of the most prevalent
service providers and review how you can create a resilient multi-region deployment. We
also discuss some very viable best practices for ensuring high availability, resilience, and
disaster recovery that, when monitored and managed -carefully, should prevent
catastrophic failure. This chapter reviews several core infrastructure services and
examines how a deployment architecture can be created to protect against various classes
of failure that could impact your ability to service customers from the cloud. This chapter
builds on the introduction to earlier services and uses service definitions with a focus on
using a key safe bucket [15].

New technologies based on cloud computing are typically being released regularly,
and the state of current documentation can always be found at cloud computing portals.
As you read these case studies, be mindful of the best practices outlined previously, and
ensure you know how to size your instances with appropriate use of scale and auto-scale
parameters. While best practices for these services are constantly changing, your use of
services and alignment with your organization's disaster recovery and failover SLAs and
with technology best practices should be reviewed at least quarterly. After discussing the
blueprints, best practices, and mainframes of global deployment, the flagship topic of
scheduling and executing the creation and migration of instances, including one-time
services, is explored later [16].
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6.1. Azure and AWS Comparison

Azure and AWS are the two market leaders in the public cloud market. Azure holds
second place and AWS the leading position. AWS offers stable and successful high-
availability-oriented services, and many nice features are available. There are over 170
AWS services to support cloud computing. Azure also offers many features and can have
a more optimal cost selection for the client. It is usually easy to guess how long each
feature will be available on AWS before it is available on Azure. Almost all of the features
in HCI design will be factual on both sides, so for this section, we will highlight the
differences when comparing side by side. First, from the track record, it should be noted
that AWS and Azure have a performance history of more than 50 years [17].

AWS has not established the Korean region yet, and the region is still positioned to
choose the optimum region among the Singapore region, the Tokyo region, and the Seoul
region. Although the Korean region is preparing for the second half of the year, after the
establishment of the Korean region, we will choose the number one Korean region while
selecting the optimum region. Alternatively, the European region is large, and many
regions such as the Frankfurt region, the London region, and the Paris region are ready,
including a local telephone and a full-fledged enterprise contract [18]. For this reason,
many Korean companies choose the European region for important services. Azure
introduced two Korean regions in the cloud before AWS. Even if major changes such as
self-described bidirectional SLAs between the two regions are made with the multi-region
recovery solution of enterprise customers, it is easy to present the difference by region
beforehand. Azure's strategic European region specializes in supplying European
companies with an Azure network in Northern Europe, Western Europe, and the United
Kingdom, developing networking with European carriers, and hosting services in the
European Union. Their European MDR can also accommodate the MSP security
requirements of European customers [19]. The Asian region is actively responding to
economic cooperation, which is a separate agreement for the Enterprise Agreement.
However, major Asian countries or Korea are awaiting the region. Azure is creating a
competitive edge in highly reliable applications developed by MDR-based services and
networks including SLAs, while AWS is dominant with services that guarantee basic high
availability based on many countries and regions with flexibly selected SLAs. The
differences between the two vendors are due to the density and granularity of the region
[20].
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Figure 5. Key Architectural Differences Between AWS and Azure
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7. Conclusion

As you embark on your cloud journey into global deployments, you should spend
time at the beginning defining and agreeing upon your goals with relevant stakeholders.
Choosing the right cloud provider for your requirements is also key, as each provider has
specific features and nuances that you may need to consider. When deciding on the multi-
region setup of your global deployment, consider not only which offering or service to
use, but also why certain workloads are in certain regions. You do not want to be in a
situation where you are managed by your multi-region setup and applications, but you
manage them and ensure they work effectively to meet your high availability, resiliency,
and geographical locality requirements [21].

Data analysis is key to understanding your cloud environment and enables you to
define the appropriate boundaries that will result in an effective setup with managed
overhead. You can use traffic metrics, features of cloud traffic management gateways, and
tools that have a near real-time view of a deployment across multiple regions. The sooner
you can identify the cause of a failure in your multi-stream AVOID during an outage, for
example, the sooner you can take corrective actions and reduce the downtime. These types
of services and features can help you hedge your bets against potential outages by using
regional cold or hot standbys, for example. In this case, you can use the SLA costs to justify
the reliability that this provides [22]. Each month with no issues further reduces the
impact of the cost by negating the costs of using a redundant setup that may provide no
return on investment. Working at this scale of global deployment, you leverage the
breadth of tools and services and the pricing differences between cloud providers to
maximum beneficial effect. In the end, this is only to provide an excellent experience to
the user, as it has always been of the utmost importance.

Equation 3: Cost Considerations

Balancing cost with high availability can be modeled as:

Ciotal = Cixed *+ Cuariable X N

Where:

C_{total} is the total cost.
C_{fixed} includes costs that do not change with scaling.
C_{variable} is the cost associated with each instance (e.g., VM cost, data transfer).

7.1. Future Trends

As new players, users, and load characteristics evolve, cloud services and online
applications will continue to innovate on high availability and resiliency [23]. There are
some ongoing trends such as: 1. Dynamic players and self-adjusted criteria: At certain
times, players should be allowed to move to balance the loads and ensure connectivity
diversity, which enables self-adjustment and smart updates [24]. 2. Serverless cloud: The
serverless feature is one of the ideal characteristics for certain applications, which allows
network server deployment only when data frames are actively transmitted. 3. Cost-
effective design: Unlike premium gaming or applications, most services may be price-
sensitive on distributed game networks. Based on financial conditions, cost-effective,
reliable, and specific performance designs will be a topic for strategic and long-term
services.
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