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Abstract: Digital forensics in cloud computing environments presents significant challenges due to
the distributed nature of data storage, diverse security practices employed by service providers, and
jurisdictional complexities. This study aims to develop a comprehensive framework and improved
methodologies tailored for conducting digital forensic investigations in cloud settings. A pragmatic
research philosophy integrating positivist and interpretivist paradigms guides an exploratory
sequential mixed methods design. Qualitative methods, including case studies, expert interviews,
and document analysis were used to explore key variables and themes. Findings inform hypotheses
and survey instrument development for the subsequent quantitative phase involving structured
surveys with digital forensics professionals, cloud providers, and law enforcement agencies, across
the globe. The multi-method approach employs purposive and stratified random sampling
techniques, targeting a sample of 100-150 participants, across the globe, for qualitative components
and 300-500 for quantitative surveys. Qualitative data went through thematic and content analysis,
while quantitative data were analysed using descriptive and inferential statistical methods
facilitated by software such as SPSS and R. An integrated mixed methods analysis synthesizes and
triangulates findings, enhancing validity, reliability, and comprehensiveness. Strict ethical
protocols safeguard participant confidentiality and data privacy throughout the research process.
This robust methodology contributed to the development of improved frameworks, guidelines, and
best practices for digital forensics investigations in cloud computing, addressing legal and
jurisdictional complexities in this rapidly evolving domain.

Keywords: Cloud Computing, Digital Forensics, Forensic Investigation Standards, Cloud Forensics,
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1. Introduction

In recent times, there has been a strong and growing move to cloud computing all
over the world. This is demonstrated in many businesses all over the world. Changes like
this are driven by the promise of better size control, money saving and accessibility that
online platforms offer compared to old self-owned systems. As firms use cloud services
to save data, carry out actions with it and run programs, the large volumes of valuable
online items in these computer-like spaces have grown a lot [1].

The appeal of cloud computing stems from its ability to provide on-demand access
to computing resources without the need for physical infrastructure. Infrastructure as a
Service (laaS), Platform as a Service (PaaS), and Software as a Service (SaaS) have become
integral components of IT strategies, enabling organizations to rapidly adapt their
operations to meet evolving business needs [2]. This shift towards cloud computing is
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being embraced by businesses of all sizes, from small enterprises to large corporations,
seeking to optimize their IT resource utilization and enhance operational agility [3]. Even
though cloud computing has a lot of benefits, there are number of challenges that are
associated with its use. These include data loss, cyber-attacks, heterogeneity of resources
and complexity of investigating security incidents. With incidence response, having
knowledge of what happened and by whom can be a challenge due to the distributed and
shared nature of cloud services.

The primary objective of this research is to contribute to the development of
improved methodologies and standardized frameworks for digital forensic investigations
in cloud computing environments. By addressing the gaps and challenges identified in
this domain, the findings aim to guide digital forensic practitioners, policymakers, and
cloud service users in effectively navigating the complexities associated with cloud-based
investigations. Ultimately, this study seeks to facilitate the establishment of a
comprehensive and legally admissible approach for conducting digital forensic
examinations in cloud computing settings.

The widespread adoption of cloud computing has introduced new challenges for
digital forensics. The very characteristics that make cloud computing attractive, such as
resource sharing and distributed data storage, pose significant obstacles when conducting
forensic investigations. Digital forensics, which involves the identification, acquisition,
and analysis of digital evidence related to cybercrime or other illicit activities, is a critical
process [4].

In the realm of cloud storage, digital forensics assumes paramount importance. The
dynamic and distributed nature of cloud environments necessitates the development of
standardized methodologies and best practices to address security incidents and potential
legal violations effectively [5]. A comprehensive understanding of cloud forensics is
crucial to ensure the admissibility of evidence in legal proceedings. As businesses
increasingly entrust vital data to cloud services, digital forensics has become an
indispensable tool for detecting and mitigating cybercrime threats, safeguarding against
vulnerabilities, and ensuring the integrity of cloud operations [6].

This study explores the challenges and opportunities associated with digital forensics
in cloud computing environments, with a particular emphasis on the acquisition,
preservation, and analysis of digital evidence from cloud-based systems. Through a
comprehensive review of literature and industry practices, the research identifies areas
where existing guidelines and frameworks may be inadequate or require refinement. The
study employs a multi-faceted approach, incorporating case studies, surveys, expert
interviews with digital forensic practitioners and cloud service providers, as well as
consultations with law enforcement agencies [4]. Additionally, an evaluation of existing
standards and guidelines, such as ISO/IEC 27037, 27041, and the NIST SP 800 series, is
conducted to assess their applicability and effectiveness in cloud computing contexts. The
overarching goal is to develop a robust framework that prioritizes data confidentiality
and integrity while ensuring the admissibility and reliability of collected evidence [2].

1.1. Problem statement

The increase in using cloud computing has introduced new challenges for digital
forensic investigations. The distributed and shared nature of cloud environments poses
significant obstacles, as traditional forensic methods designed for localized systems are
ill-suited for the remote and virtualized infrastructure of cloud computing. Acquiring and
preserving digital evidence from geographically dispersed locations becomes increasingly
complex, as data is stored across multiple servers and shared resources, complicating the
process of data extraction and analysis [5].

Furthermore, the lack of standardized policies and diverse security practices adopted
by various cloud service providers exacerbates the difficulties faced by investigators.
Ensuring the consistency and legal admissibility of forensic techniques across different
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cloud platforms is a significant concern [6]. The global reach of cloud computing further
compounds these challenges, giving rise to jurisdictional and legal complexities regarding
data ownership, cross-border data transfer, and the applicability of laws in different
regions. The intricate distribution of data storage across international boundaries poses
additional hurdles in resolving cases seamlessly [4].

These challenges underscore the pressing need for a comprehensive framework and
improved methodologies tailored specifically for digital forensic investigations in cloud
computing environments. [4] emphasized the necessity for a holistic approach that
ensures the effectiveness, reliability, and legal admissibility of digital forensic
investigations in cloud computing settings, irrespective of geographic boundaries.

The absence of consistent standards and diverse security practices employed by
cloud service providers hinder investigators' ability to conduct forensic examinations
effectively and consistently across different cloud platforms [6]. Moreover, the global
nature of cloud computing introduces jurisdictional complexities related to data
ownership, cross-border data transfer, and the applicability of laws across various regions.
The intricate distribution of data storage across international boundaries further
complicates the resolution of cases, necessitating a comprehensive framework and
enhanced methodologies specifically designed for conducting digital forensic
investigations in cloud computing environments. In summary, the main challenges of a
cloud computing environment that calls for a standardized framework for forensics
investigation include:

Distributed and shared nature of cloud environment
Geographically dispersed locations

Lack of standardized policies

Diverse security practices

Jurisdictional and legal complexities

Cross-border data transfer

7. Applicability of laws in different regions.

A NS

1.2. Aims and Objective of the Research

The main aim of this research is to develop a comprehensive, standardized
framework and improved methodology for conducting digital forensics investigations in
a cloud environment. Specifically, the research seeks to:

1. Determine the unravelling challenges in digital forensics investigation
in the cloud environment, and how distributed data storage, diverse
security practices and jurisdictional complexities affect cloud
investigation.

2. Conduct an in-depth assessment of current standards and guidelines to
discern their effectiveness and relevance in diverse scenarios.

3. Explore new ways or better rules for cloud digital forensics
investigation.

1.3. Significance of the study

The adoption of cloud computing has fundamentally transformed the way data is
stored and processed, necessitating a thorough examination of the unique issues that arise
during digital forensic investigations in online environments [1].

Firstly, the study aims to explore the fundamental challenges posed by the dynamic
and shared nature of cloud computing. Traditional forensic techniques, designed for
localized environments, encounter significant obstacles when applied to distributed
networks and remote systems. The movement and sharing of digital data across multiple
servers and geographic locations render the acquisition, collection, and preservation of
evidence exceedingly complex [5].
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Furthermore, the lack of standardized policies and diverse security practices
employed by various cloud service providers hinder the efforts of forensic investigators.
Ensuring the consistency, reliability, and legal admissibility of forensic methodologies
across different cloud platforms is a daunting task. The research seeks to evaluate the
efficacy of existing guidelines and standards, such as ISO/IEC 27037, 27041, and the NIST
SP 800 series, in facilitating digital forensic operations within cloud computing
environments [3].

Moreover, the global adoption of cloud computing services has given rise to legal
complexities regarding data ownership and jurisdictional boundaries. The study
addresses the intricate legal landscape and its implications for digital forensic
investigations. It recognizes the need for a comprehensive examination of the applicable
laws and regulations across different regions, as well as the varying data handling
practices employed by computing infrastructure worldwide [1].

By addressing these critical challenges, the research aims to establish a robust
framework and set of best practices tailored specifically for conducting digital forensic
investigations in cloud computing environments, ensuring the integrity, admissibility,
and cross-jurisdictional applicability of the evidence obtained. This research will serve as
a guideline for security agencies and digital forensics experts in conducting forensics
investigations in a cloud environment.

2. Literature review
2.1. Cloud Computing and Digital Forensics

2.1.1. Exploring the existing literature on the intersection of cloud computing and
digital forensics

As per [7], with our world becoming more digitalized and technology influencing
nearly every part of our lives, it is regrettable to say that cybercrime is on the rise. As
criminals use the digital system’s weaknesses to carry out illegal operations, there is an
urgent need for a specialized area that can look into, evaluate, and uncover digital proof.
Digital forensics is the name given to this field. Digital forensics is the term that is used
for a collection of methods, instruments, and procedures used in legal or investigation
processes to preserve, examine, and present digital evidence [8]. Digital forensics is
sometimes referred to as computer forensics or cyber forensics. It entails gathering,
analysing, and interpreting data from a variety of digital sources, including computers,
mobile devices, networks, and digital storage media, using scientific and investigative
techniques. The importance of digital forensics cannot be underrated. [9] research study
claimed that it is essential to the fight against all forms of cybercrime, from financial fraud
and hacking to cyberterrorism and theft of intellectual property.

However, experts in digital forensics use cutting-edge technology and specialized
knowledge to try and solve the riddles of digital systems by finding crucial hints that may
help identify and bring charges against hackers. The recovery of lost or damaged data,
network traffic analysis, system log inspection, and encryption and decryption are just a
few examples that fall under the broad umbrella of digital forensics. As per [10] strict
standards and regulations are followed in the digital forensic process to uphold the chain
of custody and guarantee that the evidence is unadulterated and trustworthy throughout
the inquiry.

The research study by [11] showed that one of the most advanced knowledge
domains in the modern world is cloud computing technology. On the other hand, as cloud
computing has grown quickly, so has cybercrime. This model offers a wealth of
information on the investigative process framework, all of which is very helpful in
investigating if the currently used framework or approach is efficient in finding manual
proof that requires human intervention at every level. However, the research study by [12]
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proposed that the duties and obligations of cloud providers and customers are not well
defined in the context of cloud forensic investigation. Nevertheless, since consumers are
in charge of gathering and examining data from the cloud services, thus they should
choose for forensic reasons, to locate, rank, and collect data from the cloud components.
Additionally, [13] proposed that organizations have worked very hard lately to move
their infrastructure to the cloud. For malicious actors, this makes the cloud a highly
desirable target. To verify or refute the theory, digital forensics—a scientific method —
must be applied while analyzing a corrupted cloud instance. Even though cloud forensics
has a lot of advantages, [14] pinpointed that cloud forensics faces various challenges.
Cloud services usually utilize shared things and can spread information across numerous
servers. Cloud information is continuously changing, which makes it hard for digital
forensics investigators to catch and keep proof before somebody changes or eliminates
data portions.

2.2. Identifying key challenges and opportunities.

The well-known advantages of cloud computing include resource and cost-sharing,
dispersed and lean processing, and quicker technology integration. However, there are
several issues with cloud computing, which include the following:

2.2.1. Key Challenges
2.2.1.1. Data privacy challenges

According to [15], several users share the same resources and infrastructure while
using cloud computing. One of the biggest challenges that investigators face in digital
forensics is guaranteeing data privacy. They have to negotiate shared environments,
which are complicated places where several users' data coexist on the same physical
infrastructure. However, during digital forensic investigations, encryption, access
restrictions, and secure data segregation are used to safeguard the privacy of individual
users' data. To cope with data privacy challenges, [16] proposed that a multi-tenancy
method must be used. Multi-tenancy is defined as hosting data from several users or
organizations on the same physical infrastructure [17]. It makes it more difficult to isolate
and separate tenant data during forensic examinations. Specialists need to make ways and
arrangements so they can precisely connect explicit activities or realities with given
individuals. This ensures things are accused properly, and stops any altering of proofs.

2.2.1.2. Jurisdictional and legal challenges

[18] demonstrated that cloud computing crosses national boundaries, making it
difficult to investigate online crime due to disputes over who is in charge. It is essential to
manage different legitimate guidelines, regulations and world arrangements while taking
a gander at wrongdoings in Personal Computers that incorporate numerous regions.
Specialists and police need to collaborate with gatherings and legitimate specialists [19].
They assist with settling conflicts about who has expertise in various regions and ensure
proof that can be utilized in a court. As aresult, it is stated that they must adhere to various
rules. These incorporate guidelines for various enterprises and regulations about
protection and guarding information. Additionally, experts must adhere to rules when
conducting computer investigations, this ensures that they get and keep verification
appropriately as per regulations set up. In court, the proof should be allowable and strong.
This depends on observing guidelines of regulation.

2.2.1.3. Challenges related to resource allocation

[20] proposed that for the best utilization of assets, cloud computing frameworks
need to utilize techniques with adaptable allotment and tasks. Since it changes, watching
and estimating how assets are shared or moved during digitalized examinations may be
hard. In any case, analysts need to foster designs for following and re-establishing the
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circulation of assets. This makes exact checking done in a cloud environment where
activities are continuing as of now. Additionally, investigators must use tactics including
real-time resource allocation monitoring, gathering pertinent logs and information, and
utilizing forensic analysis tools that are made especially for cloud systems to tackle
resource allocation problems [21]. These techniques aid in rebuilding the distribution and
use of resources by giving a thorough grasp of all the events and actions that are pertinent
to the inquiry.

2.2.2. Key opportunities
2.2.2.1. Advanced Forensic Devices and Methods

According to [22], crime-solving tools and procedures are considered crucial in
tackling the problems related to cloud environments. However, better approaches for
checking recollections and organizations in a cloud environment are considered better
devices and methods for acquiring the best digital proof.

2.2.2.2. Al and Automation

According to [23], the enormous amount of information made in cloud settings needs
mechanization for computerized forensic steps. Big data can be studied quickly as a result
of machine learning. Machine learning helps assistants spot designs, odd things, and
conceivable security issues.

2.2.2.3 Upgraded Incident Response Planning

The research study by [24] claimed that better problem resolution can easily be
achieved by making use of the cloud's capacity for expansion and adaptation. This
requires the use of robust recording systems, real-time monitoring, and automated
responses to cloud-specific issues.

2.3. Standards and Guidelines
2.3.1. Reviewing established digital forensic standards and guidelines
2.3.1.1. ISO/IEC 27037:2012

The International Electrotechnical Commission (IEC), an international not-for-profit
organization, and the International Organisation for Standardisation (ISO), an
international non-governmental organization, to harmonize practices between nations,
produce and publish international standards. International guidelines for the
identification, collection, acquisition, and preservation of digital evidence were released
in 2012 by the International Electrotechnical Commission (IEC) and the International
Organisation for Standardisation (ISO) as part of the ISO/IEC 27037 guidelines. ISO/IEC
27037:2012 is the one that provides guidelines for particular digital evidence-handling
tasks, such as identifying, gathering, acquiring, and preserving potentially useful digital
evidence [25]. It helps organizations with their disciplinary procedures and facilitates the
transmission of potentially relevant digital evidence between jurisdictions. It also gives
individuals assistance regarding typical circumstances faced throughout the digital
evidence handling process.

2.3.1.2. ISO/IEC 27041:2015

As per [25], additional guidelines on the digital forensics process have been
published by the ISO/IEC. These cover the following topics: the validity and reliability of
digital forensic tools and methods (ISO/IEC 27041:2015, Guidance on assuring suitability
and adequacy of incident investigative methods) and the phases of the process that
involve examination (or analysis) and interpretation. The promotion of best practices in
forensic acquisition and examination of digital evidence is the primary goal of the
ISO27041:2015 digital forensics standards [26]. It is hoped that standardization will lead
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to the adoption of similar approaches internationally, making it easier to compare,
combine, and contrast the results of such investigations even when performed by different
people or organizations and possibly across various jurisdictions. As a result, individual
investigators, organizations, and jurisdictions may retain certain methods, processes, and
controls well.

2.3.1.3. US National Institute of Standards and Technology

Digital forensics tools, including database, cloud, drone, and vehicle forensics tools,
are available in a searchable database maintained by the US National Institute of
Standards and Technology. The utilization of digital forensics technologies and their
preferences vary throughout national law enforcement organizations. According to [27],
an important but little-studied subfield of digital forensics is smart vehicle forensics. The
need to develop smart vehicle forensics procedures, standards, and instruments that
could facilitate a forensically sound digital investigation of vehicles has increased due to
the widespread use of smart cars with internet-enabled features and the development of
autonomous vehicles [28]. When investigating crimes involving smart or autonomous
vehicles (e.g., hacking) or other crimes where the information gathered from these
vehicles could be used as evidence of a crime, these vehicles can provide a wealth of
information (e.g., places travelled and frequented, home and work address, numbers
dialled, phone calls received, etc.).

2.4. NIST SP 800-86 Guide to Integrating Forensic Techniques into Incident Response

This guide offers broad suggestions for carrying out the forensic procedure.
Additionally, it provides comprehensive guidance on how to apply the analytic method
to the four main types of data sources—applications, operating systems, files, and
network traffic [29]. In addition to providing methods for gathering, examining, and
analyzing data from each category, the standard concentrates on elucidating the
fundamental elements and traits of data sources within each category. Additionally, the
guide offers suggestions on how to combine various data sources to enhance
comprehension of an event.

3. Materials and Methods

This study employed mixed methodology and strategies. The section below
discusses the research philosophy, approach, design, method and strategy used in
conducting the research. Data collection methods used such as case studies, surveys and
interviews were also discussed. Ethical considerations and participants' confidentiality
were also considered. Best standards and practices were proposed. And how these
standards and practices could be implemented and validated were also discussed.

3.1. Research Philosophy

This study adopts a pragmatic research philosophy that combines elements of both
positivism and interpretivism. The positivist aspect ensures objectivity through the
analysis of quantitative data and factual information. Simultaneously, the interpretivist
perspective allows for deeper insights into the complex phenomena of digital forensics in
cloud computing environments. This pluralistic philosophical stance leverages the
strengths of multiple paradigms, fostering a more comprehensive and robust
understanding of the research problem.

3.2. Research Approach

The study employs an integrated methodology that blends quantitative and
qualitative approaches through mixed methods research. This multi-strategy design
enables triangulation of findings from diverse data sources, enhancing the validity and
reliability of the results. The quantitative component provides statistical rigour and
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generalizability, while the qualitative aspect offers rich contextual insights into the
practical challenges and nuances inherent in cloud forensics.

3.3. Research Design

An exploratory sequential mixed methods design is adopted, involving an initial
qualitative phase followed by a quantitative phase. The qualitative exploration aims to
identify key variables, themes and constructs through case studies, interviews, and
document analysis. These findings inform the development of hypotheses and the design
of survey instruments for the subsequent quantitative phase. This iterative process
ensures a comprehensive examination of the research problem and facilitates the
integration of multiple perspectives.

3.4. Research Method

This study uses many different methods to look at rules for digital investigations in
cloud computing. Using both main and additional information sources, the study makes
unbiased decisions about the data happening. The way they do it involves getting
information by using different scientific methods like surveys, talking to people and
studying cases. [30] explains this process well. This all-round method makes sure we look
at the topic from lots of different ways, getting understanding in many forms. The study
uses main and second-hand sources along with different ways to learn. It wants to give a
strong look at how digital investigations work in cloud computing, which can change
quickly. For this study, a multi-method research approach was used. Primary and
secondary sources of data were used to study phenomena and draw objective conclusions
to analyse Digital forensic investigation standards in cloud computing. It involves
collecting data from scientific methods such as (surveys and interviews, case studies and
document analysis) [30].

Philosophies
Experiment

Approaches
Mono method L)

Strategies

Data
collection
and data
analysis

Mixed
methods

Grounded
theory

Action
research

Choices

Longitudinal

Time

Multi-method horizons

Archival research
Techniques and

procedures

Figure 1. Research Onion

3.5. Research Strategy

The ways of collecting market data can be split into two types: qualitative and
quantitative. Knowing the difference is important for making good decisions, according
to [31]. The first research approach used is a mix of methods, including surveys, talks with
people and document study. This big plan combines different ways of studying to get an
understanding from many points of view. The study uses both qualitative and
quantitative methods to make the market information more in-depth and detailed. Using
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many ways helps to understand everything well. It makes smart conclusions from survey
results, talk answers, observation of studies and looking at documents all mixed. It is a
possible technique for collecting market data and being aware of the distinctions between
the two assisted in arriving at more well-informed conclusions [31]. The first kind of study
to be carried out is multimethod research, from surveys and interviews, case studies and
document analysis assembled from the results of studies that have been carried out.

3.6. Data Collection Method

To fully reach the goals of research, it is suggested that we use different ways to
collect data.

3.6.1. Case Studies Analysis

We closely looked at real-life examples of internet searches in cloud places. These
examples provide helpful tips about the issues faced, methods used and outcomes
achieved in real situations [32]. The study closely looked at real-life examples of computer
investigations happening in the cloud. Looking at these real-life examples helps a lot to
understand the problems faced, ways used and results achieved in proper situations [32].
By intently looking at these circumstances, the review learns a painstakingly definite
comprehension of how troublesome and complex it is to do computerised examinations
in cloud places. This way allows researchers to utilise genuine circumstances to improve
their comprehension and help with making a more extensive view of how computerised
criminological techniques are utilised for changing cloud conditions.

3.6.2. Survey and Interviews

The review addresses advanced hints specialists, cloud administration staff and cops.
It utilises a method for getting various perspectives. By talking and associating with the
people who utilise advanced examinations in distributed computing, the review tries to
think about different perspectives. This enjoyable method helps us understand issues and
good opportunities in the fast-changing world of digital crime for cloud Storage [33].
These talks give important details, making the study complete and more understandable.
The researchers talked to and asked questions of the experts in digital forensics, people
from companies that supply cloud services. This also includes workers from police
stations. This way makes sure the researchers get different viewpoints on problems,
chances and top methods in the area of digital forensics for cloud computing [34].

3.6.3. Document Analysis

The researchers carefully studied the current rules and advice for digital forensics.
This means looking closely at old rules like ISO/IEC 27037 and 27041, and NIST SP 800
series documents. The researchers wanted to find the good parts but also places where
they can be better or need fixing. This complete way of gathering information tries to find
the same results from different places. It helped make a strong basis for what researchers
learn by adding lots of viewpoints to their study [30].

3.7. Sample Size and Sampling Technique

The study employs a combination of purposive and stratified random sampling
techniques. Purposive sampling was used to identify and recruit participants, across the
globe, who have relevant expertise and experience in digital forensics, cloud computing,
and related legal domains. Stratified random sampling ensures representation from
various sectors, organization sizes, and geographic regions, enhancing the
generalizability of the findings.

The target sample size is approximately 100-150 participants for the qualitative phase
(interviews and case studies) and 300-500 respondents for the quantitative survey phase.
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Sample sizes were determined based on data saturation principles for the qualitative
component and statistical power analysis for the quantitative component.

3.8. Data Analysis

Qualitative data from case studies, interviews, and document analysis were analysed
using thematic analysis and content analysis techniques. This process involves identifying
recurring patterns, themes, and constructs related to challenges, methodologies, legal
considerations, and best practices in cloud forensics.

Quantitative data from surveys were analysed using descriptive and inferential
statistical methods, facilitated by software such as SPSS or R. Techniques include
regression analysis, factor analysis, structural equation modelling, and other appropriate
methods based on the nature of the data and research hypotheses.

The study employed an integrated mixed methods analysis approach, synthesizing
and triangulating findings from both qualitative and quantitative components. This
integration enhances the validity, reliability, and comprehensiveness of the research
conclusions.

3.9. Ethical Considerations and Participant Confidentiality

Strict ethical protocols were followed to ensure the protection of participant
confidentiality and data privacy. Informed consent was obtained from all participants,
highlighting the voluntary nature of participation and the right to withdraw at any stage
without consequences. Anonymization and data encryption techniques were employed
to safeguard sensitive information and maintain participant anonymity.

The study adhered to established ethical guidelines and principles, such as those
outlined by relevant professional organizations and institutional review boards. Ethical
clearance was obtained before commencing data collection, and ongoing ethical oversight
was maintained throughout the research process.

This comprehensive research methodology, combining multiple methods, data
sources, and analytical techniques, ensures a robust and rigorous investigation of digital
forensic investigation standards in cloud computing environments. The findings
contributed to the development of improved frameworks, guidelines, and best practices
while addressing legal and jurisdictional complexities in this rapidly evolving domain.

3.10. challenges in cloud forensics
3.10.1. Data Privacy and Jurisdiction

One of the most significant issues in cloud forensics is gathering data, maintaining
privacy and dealing with legal boundaries. In the cloud, storing and processing data is
one of the most critical tasks, and knowing which rules are needed is important.
Determining the problems with cloud services needs to follow many sets of rules [35].
There was a time when various complicated situations arose due to different laws for
storing things secretly in other areas. Cloud services that work anywhere make it hard to
get and keep proof, and there are different rules about maintaining private data and limits
on moving data between countries involved. A detective working in the digital world
needs to effectively work on complicated legal situations and ensure their proof can be
used in court.

3.10.2. Challenges Related to Cross-Border Data Issues and Legal Jurisdiction

One of the most critical situations is that cloud forensics deals with data from
different countries and legal controls. However, Cloud computing often uses and moves
data across other areas. This makes it hard for digital investigators to follow legal rules.
Data protection law is one big problem, with conflicting regulations in different countries
[36]. Every area might have rules about getting, dealing with and keeping digital proof.
Thus, the critical job of a detective is to go through this law land to make sure they follow
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many different and often disagreeing rules. General Data Protection Regulation (GDPR)
in Europe puts strict rules on keeping data safe and private. Other areas might have
various regulations [35]. In the end, problems with data sharing across borders and legal
authority for cloud forensics need a smart way to handle it. Investigators need to know a
lot about international laws, be good at working with paperwork stuff, and work well
with people in different places. This helps make sure digital searches in the cloud are legal
and successful.

3.10.3. Ephemeral Nature of Cloud Data

The short-lived nature of cloud data causes a big problem in digital investigations.
Most of the time, cloud environments use changing storage. They often update or remove
data in their regular work. This makes it hard for detectives to maintain and get
information because the data could change or be deleted quickly [1]. Old ways of solving
crimes that are made for still places need to be more in the moving and changing world
of cloud computing. People who look into crimes have to deal with constantly changing
cloud data. This means they need special skills and tools to keep and save proof
immediately, ensuring it is safe and true while investigating.

3.10.4. Difficulties in Preserving and Collecting Volatile Cloud Data

Keeping and saving fast cloud data is hard in computer forensics because it is always
changing and short-lived in cloud places. Volatility means that information can change
quickly, making it hard for researchers to understand what is happening at a certain time
[37]. The problems in this process are very big in cloud computing places where data is
always changing and moving. One big problem is that updating cloud data happens in
real-time. Cloud platforms often use spread-out and growing designs. They put data on
many servers and places. This spreading out makes it hard to keep the data safe because
changes can happen simultaneously in different parts. Old-style ways of staying place can
need help keeping up with all the changes happening fast in the cloud.

Moreover, cloud technology's diffuse and shared setup makes it harder to find and
separate important data for investigative work. In a place where many people use the
same stuff, the detective has to figure out how to tell good from bad actions [38]. Using
resources together can mix up data, making it hard to know which person or group did
what. Cloud service providers often use fancy virtualisation technology and shared
resources. They give out these resources based on need, and it is even harder for an
investigator to save changing information because they have to deal with layers of abstract
data created by virtualisation. This makes it difficult to get a full and correct picture of the
system state.

3.10.5. Multi-Tenancy and Shared Resources

Digital forensic investigations get more complex when dealing with multi-tenancy
and shared resources in cloud computing, and challenges potentially make things harder
to solve. In a spot where many folks use the same items, it takes work on particular
activities and tying them with one person or group is tough. This usual method can make
it difficult to find likely bad actions and stop digital proof. Understanding safety issues
must solve the issue of sharing resources and deciding who did what [39]. This happens
because what one person does can change how safe and easy it is for others to get
resources. Solving these issues requires creating detective methods to unravel joint
resources' intricacies, ensuring a full and accurate investigation process.

3.10.6. Challenges Associated with Shared Resources and Multi-Tenancy

Difficulties with shared items and numerous users in cloud computing make digital
forensic investigation tough. This makes it hard to find, split up and study digital evidence.
Many users or tenants share the same physical resources and systems in a cloud
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environment. This is called multi-tenancy. This common way creates issues that harm the
strength of online search inquiries [40]. A major issue is figuring out and showing who
did something in a shared place. When many people use the same servers, storage, and
network, it is hard to judge good user actions from bad ones. Looking into things carefully
is needed to show a clear link between certain people and digital hints tied to an event
about safety. Not having enough room might make it hard for the detective to find out
where bad things began. It can also make it harder to get solid evidence. A different issue
in shared cloud areas is getting resources mixed up [41]. When resources are shared based
on need, jobs and information from other users may be stored together on the same
machinery. When data is mixed, it can lead to unintentional leaks or contamination. This
makes it tougher to discover and safeguard computer information — people who look into
crime need to use special methods for looking at things that many people share.

3.11. Proposed standards and best practice
3.11.1. Proposed Modifications or Additions to Existing Standards for Cloud Forensics

The special problems that come with cloud environments are always changing and
shared by many people [35]. Modifying existing standards will help with the special
problems caused by cloud environments' fast-changing and shared parts. With the
ISO/IEC 27037, which provides rules for digital proof, changes must be made to include
thoughts about multi-tenancy, mixing resources and shared things. The rule could be
improved by adding clear ways to find, keep safe, and get proof in places where many
people use the same stuff [1]. Furthermore, clear rules for handling data across borders,
legal jurisdiction troubles and working with cloud service providers should be included.
Similarly, NIST Publication 800-53, which is about security rules, should change cloud-
related security rules directly. These controls should discuss separating resources,
dividing data, and responding to incidents in a way that suits the cloud world [39]. This
helps the detective correctly determine who did what in those shared areas.

Moreover, the rule could be improved by highlighting how cloud data can vanish
quickly. This would show the importance of getting quick, real-time evidence to keep and
grab changing information. In addition, these standards could be improved by including
rules about openness and checking for cloud service providers. This means making
logging habits the same and ensuring that people looking into crimes can get full and
time-stamped logs for investigations. Basic changes should focus on providing cloud
service providers with records about how resources are used, what users do, and setting
changes. This will help with investigations more easily. The rules might also be for the
growth and use of standardised tools for digital proofs in the cloud [37]. This would
ensure they work and are the same on different cloud servers. This might mean setting
rules for data in evidence items and logs to improve how various systems work together.
It also makes checking simpler for detectives. Updates to these stands need to keep
happening with the help of people who work on rules, crime experts and companies that
provide cloud services. This is because cloud technology constantly changes, and we must
deal with new problems [40]. By adding these new rules and improvements to current
standards, we will make them stronger and easier to use for cloud forensics. This reliable
structure will help investigators in this ever-changing field.

3.11.2. Developing a Set of Best Practices for Digital Forensic Investigations in the
Cloud

Potential practices should focus on the need for cloud-friendly forensic tools to
manage the spread-out and virtual aspects of cloud resources. This helps gather correct
evidence without affecting the quality of your data. Investigators need to take a more
active approach. Tools should be designed for use in the cloud. These tools should be
made to work with the changing, spread out and computerised parts of cloud resources.



Ehigiator Egho-Promise et al.

13 of 23

This includes tools for catching changing information quickly, ensuring evidence is safe
and stays the same, and ensuring it works with different cloud systems. Add ways to
watch and find things on their own in the best ways. This will help us quickly spot
abnormal things and possible security problems [41]. Because cloud places change a lot,
constant watching helps us answer quickly to new dangers. This makes it harder for bad
actions to stay hidden. Best practices should suggest ways to deal with multi-tenancy
issues and keep data apart effectively. Investigators must ensure that looking into one
tenant's evidence does not accidentally affect or harm another tenant's data. This means
putting barriers to access, coding security measures, and correctly separating data in
cloud systems [42]. Other ways should promote making and using quick-answer forensic
technology questions to handle the fleeting nature of data in the cloud. These ways should
have quick analysis and use high-tech forensics to get data as it happens. This ensures that
important proof gets noticed because cloud resources can change quickly. Practices about
the law should be important, stressing that it follows local and world data protection rules.
Simple rules for dealing with data problems between countries, setting limits on who is
in charge and knowing what agreements are with cloud service providers help protect
evidence in court. Training and skill growth for forensic investigators make up the last
important part of best practices. Investigators need to know about new technologies,
cloud designs and changing dangers. It helps them work well in an ever-changing cloud
world and involves always learning to use the latest forensic tools and techniques
specifically for the cloud.

3.12. Implementation and validation
3.12.1. Prototypes and Tools

Making models or tools from suggested rules for digital evidence investigation in
cloud computing means creating easy-to-use answers that match what is already set. Here
are two examples such as Cloud Forensic Readiness Assessment Tool, and Cloud Incident
Response Platform (CIRP).

Cloud Forensic Readiness Assessment Tool is used to assess the forensic readiness of
cloud environments based on ISO/IEC 27041:2015 and NIST SP 800-53 rules. This tool can
test how ready a group is for computer evidence investigations in the cloud. It spots parts
that need fixing and keeps things right with rules from industry standards [43]. The Cloud
Incident Response Platform (CIRP) tool puts together tips from NIST SP 800-61 Rev.2 and
CSA Cloud Forensics Incident Response Guide to make a full system for handling
incidents in cloud areas. CIRP assists in quickly spotting incidents, collecting evidence
automatically and keeping data safe in the cloud [44].

These models help develop the cloud's digital forensic skills, pushing for usual
methods and business rules. They take care of the changing issues of distributed
computing, ensuring that advanced measurable examinations function admirably and
keep guidelines in this new, and innovative world [45].

3.12.2. Prototyping Conformance with Proposed Standards

Creating examples that fit new rules is very crucial to ensure we follow the given
regulations and requirements. One such prototype is the "Standardised Digital Evidence
Collection Module" designed under ISO/IEC 27037: 2012 [46]. This part helps to find,
collect and keep digital proof safe. It maintains quality throughout this process. The
example works with tools we use right now to solve crimes. It provides a basic way for
detectives to work together easily [47].

Also, a "Check Compliance Tool" fits with NIST SP 800-53. This allows companies to
check and make sure they stick with security and privacy rules in their cloud systems.
This device checks if things follow the rules [48]. It shows where they are and gives
suggestions for improving it, making everything more secure in the end. These examples



Ehigiator Egho-Promise et al.

14 of 23

not only help to apply suggested rules but also make digital crime checks easier and more
similar. They aid businesses in reviewing and improving the regulations they must abide
by. This creates a good system for digital investigation in the fast-changing world of cloud
computing [49].

3.12.3. Tooling Support for Implementation of Proposed Standards

Creating tools that aid in using new rules is crucial for ensuring many people use
them and can easily fit with good practices. One such tool is the "Standard Compliance
Validator," designed to align with ISO/IEC 27041: 2015 [50]. This tool compares cloud
computing services with the standard's rules. It gives a complete report on what they need
to fix. These steps should be followed. It helps businesses create good safety rules for their
cloud areas [51].

The "Automated Controls Enforcer” is built based on NIST SP 800-53. This helps
companies automatically enforce safety and private rules. This tool makes sure rules are
always followed by watching and changing them as needed. It reduces the chances of
breaking those rules and also makes cloud systems more secure overall [52]. By providing
useful methods linked with suggested rules, these answers help businesses put in and
keep safe cloud storage. The tooling support not only helps make it easier to follow rules
but also adds power and reliable performance in cloud systems when dealing with online
safety issues that change often [53].

3.12.4. Validation through Simulations

It is important to check out whether new standards work or not using tests or
experiments. This assists us to see how well they could be used in the real world and what
influence they may have. One way is to make a fake cloud setting that represents usual
situations found in real uses [44]. For instance, in the context of ISO/IEC 27037: In 2012,
can do a controlled experiment that imitates cyber-incidents in cloud settings. This
simulation would check how well we can find, get and keep digital evidence following
the rules in these standards. The results of the test, like how well and fast evidence is
found, can then be compared to what was expected in the standard [47].

In the same way, for NIST SP 800-53 a controlled test might concentrate on
responding to incidents in a cloud area. Acting out different safety problems, such as data
leaks or stopped services, would let experts check how well the security rules suggested
by the guide work. We can measure and compare things like how fast responses come,
how well computer systems bounce back after a problem and the quality of data against
what these standards aim to achieve [45]. By doing these tests or controlled experiments,
groups can get useful information about the good and bad points of suggested rules. This
real-world testing assists make the standards better by using them in practice. It makes
sure they work well at improving safety and investigative abilities for cloud computing
environments [47].

3.12.5. Simulation-based Assessment of Proposed Standards

Checking a model-based test of proposed rules is very important for looking at how
much they work in real-life situations. For instance, in simulating ISO/IEC 27037: In 2012,
an experiment was run where they could copy a digital forensics situation in the Cloud.
This means making situations like losing data or allowing someone to enter without
permission happen [43]. We then look at how good the rules are for finding and keeping
evidence when we are in changing cloud places. In the same way, when talking about
NIST SP 800-53, a simulation might be set up by making security problems happen in a
cloud system. This lets us fully check the safety controls they suggest. We can measure
how well these controls find, answer to and get back from different online threats [47].
The method that uses simulation assists in testing how well the standards work in
different cloud computing situations. It gives us a clear understanding of whether these
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rules are useful and effective or not. Things like how fast responses are, the correctness of
getting proofs and the time systems take to get better can be measured [47]. This makes a
company’s use of practical data for making their plans with computer tools more effective.
This step-by-step process of testing and checking makes sure that suggested rules line up
with the changing side of cloud computing. It gives a strong plan to handle growing
threats online in a pretend but real-world way [45].

3.12.6. Controlled Experiments for Empirical Validation of Standards

Making careful tests to prove if rules work is a very important step in making sure
they are useful. For example, in validating ISO/IEC 27037: In 2012, a controlled experiment
could make a pretence of cloud area for changing or messing up digital proof on purpose
[45]. This allows us to measure how well the rules in this standard for finding, getting and
keeping evidence work under real-life situations. It gives numbers on just how right these
forensic tasks are done quickly. NIST SP 800-53 can use controlled experiments to mimic
security problems in a cloud setup [44]. This lets us test how well its advised safety
measures work against those issues. We can measure things like how accurate a system is
in finding problems, the time it takes to deal with incidents and how well we get back up
after attacks. These are used as real-world tests of whether this standard makes cloud
environments safer [45].

These tests give real information about the good and bad points of these rules. They
help companies to improve how they put them into action. The information obtained from
careful experiments gives proof for smart choices [47]. This makes sure that rules are not
only good in theory but also work well and strong when put into use in cloud computing
situations. This process of trying out and checking makes standards better over time. It
assists them in staying flexible as the changing world of internet safety in cloud areas
develops [43].

4. Results and Discussion
4.1. Case Studies

It is a well-evident fact that there is an increasing trend of digital forensic
investigation in cloud computing. This could be attributed to the rapid adoption of cloud
services. This section exclusively outlines a few real-world case studies to highlight
associated challenges and complexities. The study argues about the Capital One Data
Breach in 2019, Uber Data Breach in 2016, and Home Depot Data Breach in 2014. These
case studies have been exclusively considered due to their wider service provisions and
handling of cloud security.

4.1.1. Capital One Data Breach

The data breach that occurred at Capital One in 2019 involved a former employee of
Amazon Web Services (AWS) who took advantage of a web application firewall that had
been improperly set to obtain access to customer information that was stored in AWS S3
buckets. Forensic investigators needed to wade through cloud logs, access restrictions,
and settings to get an understanding of the scope of the breach and the data that was
exposed. The investigation consisted of tracking the activity of the attacker throughout
the cloud infrastructure, analysing logs, and determining the vulnerabilities that were
exploited.

4.1.2. Uber Data Breach

Hackers gained access to Uber's GitHub repository, where they uncovered
credentials that gave them access to the AWS environment used by the firm. Personal
information belonging to 57 million Uber drivers and users was exposed as a result of this
attack. To assess the extent of the data that was exposed, forensic investigators were
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required to trace down the illegal access that occurred inside the cloud infrastructure. This
example brought to light the need to implement more stringent mechanisms for credential
management and access control.

4.1.3. The Home Depot Data Breach

The credit card information of about 56 million consumers was compromised as a
result of this hack. Attackers were able to acquire access to Home Depot's network by
using the credentials of a third-party vendor. This gave them the ability to move laterally
around the network and compromise data. The investigators were confronted with the
task of tracking the actions of the attackers inside the cloud infrastructure to determine
the original access point and the scope of the data that was compromised.

These case studies underscore the difficulties that are intrinsic to forensic
investigations conducted in the cloud, such as the intricacy of cloud infrastructures,
models of shared responsibility, the requirement to navigate through numerous service
providers, and the criticality of dependable recording and monitoring systems. Digital
forensic specialists are required to modify their approaches to efficiently gather and assess
evidence in cloud environments, taking into account the fluid and decentralized
characteristics of cloud systems.

4.2. Survey Data Analysis

To acquire the desired research, aim and objectives, the study developed a survey
questionnaire from 15 respondents. The questionnaire included different aspects of digital
forensic investigation in the context of cloud computing. The questionnaire has been
distributed into demographic information, challenges, evaluating existing standards and
guidelines, and proposing enhancements or new standards for cloud forensics.

4.2.1. Reliability Statistics

Cronbach's Alpha Cronbach's Alpha Based on Standardized Items N of Items

0.509 0.547 6
The reliability statistics of the questionnaire has been assessed with the help of
Cronbach’s alpha which is low (0.509). However, an increase in the sample would further
increase the internal consistency of the survey questionnaire.

4.2.2. Description of Demographic Details

Table 1. Demographic Summary of Respondents

Variable Frequency Percentage
Gender
Female 7 46.7
Male 8 53.3
Age
25-34 4 26.7
35-44 5 33.3
35-45 1 6.7
45-54 1 6.7
45-55 2 13.3
55 and above 2 13.3
Educational Background
Bachelor 3 20.0
Master 7 46.7
PH.D 5 33.3
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Occupation
Academic/Researcher 2 13.3
Digital Forensic Analyst 5 33.3
IT Professional 3 20.0
Security Specialist 5 33.3

Years of Experience in Digital Forensics

1 to 3 years 2 13.3
4 to 6 years 5 33.3
7 to 10 years 3 20.0
8 to 10 years 2 13.3
More than 10 years 3 20.0
1 to 3 years 2 13.3

The demographic details of the respondents have been explained in Table 1.
According to the table, 53.3% of the respondents were male and 13.3% were related to the
age group of 45-55 years. 46.7% had degree of Masters and 33.3% were digital forensic
analysts. Referring to the experience, 33.3% of the respondents had experience of 4 to 6
years.

4.2.3. Identifying Challenges in Conducting Digital Forensics in Cloud Computing

Table 2. Responses of Respondents Regarding Challenges

Response Frequency Percentage
Lack of Physical Access to Servers Strongly agree 15 100.0
Dynamic and Elastic Nature of Cloud Environments Strongly agree 15 100.0
. Agree 7 46.7

Multi-Tenancy and Shared Resources

Strongly agree 8 53.3
Encryption of Data in the Cloud Strongly agree 15 100.0
Legal and Jurisdictional Issues Strongly agree 15 100.0

Table 2 provides a summary of the responses regarding the challenges in conducting
a digital forensic investigation. The table indicates that all respondents strongly agreed
that lack of physical access, the dynamic and elastic nature of cloud environments,
encryption of data in the cloud, and legal and jurisdictional issues are major concerns of
respondents. Whereas 53.3 shared that they strongly agree about the multi-tenancy and
shared resources. Whereas 46.7% opted “agree” as their option.

4.2.4. Perception-Based Assessment

Table 3. Perception-Based Assessment

Response Frequency Percent
“How satisfied are you with the clarity and effectiveness of existing standards .
4. .. .. e Very Satisfied 15 100.0
and guidelines for digital forensics in cloud computing?
“How confid.en.t are you .in yo?lr .organization's al?ility to .overcome c”hallenges in Very Confident 15 100.0
digital forensics within cloud computing environments?
“ISO/IEC 27037 (Guidelines for Identification, Collection, Acquisition, and
. .. ) B Strongly agree 15 100.0
Preservation of Digital Evidence)
“NIST SP 800-61 (Computer Security Incident Handling Guide)” Strongly agree 15 100.0
“Cloud Security Alliance (CSA) Cloud Controls Matrix (CCM)” Strongly agree 15 100.0
“To what extent do you agree with the need for the development of new or St | 15 100.0
enhanced standards for cloud forensics?” TONgTY agree )
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“How satisfied are you with the applicability of existing standards and

guidelines for digital forensics in cloud computing to your organization's Very Satisfied 15 100.0
needs?”

“On a scale of 1 to 5, how effectively do you believe your organization

implements existing standards and guidelines for digital forensics in cloud Highly Effective 15 100.0
computing?”
“To what extent do you feel that th«'s current stan‘dards for cloudﬂforensics Highly Effective 15 100.0
adequately address emerging technologies and trends?
Proposing Enhancements or New Standards for Cloud Forensics
How necessary do you believe it is to establish standardized processes for cross- Highly 15 100.0
cloud forensics?” necessary '
“To what extent do you agree that industry Collaborati?n is essential in Strongly Agree 15 100.0
developing new standards for cloud forensics?”
“How satisfied are you with the level of industry collaboration in shaping L
o Very satisfied 15 100.0
standards for cloud forensics?
“To what extent do you agree that a unified frame\./vork for clotjd forensics Strongly Agree 15 100.0
should encompass both legal and technical aspects?
“How confident are you in the potential success of new or enhanced standards .
o . . Very Confident 15 100.0
for cloud forensics in addressing future challenges?

The survey results on digital forensics in cloud computing are shown in Table 3. All
15 participants gave consistent answers to the different questions, with 100% of them
agreeing with the study's findings. Remarkably, all respondents (100%) expressed "Very
Satisfied" feelings on the efficacy and rationality of the current rules and guidelines on
digital forensics in cloud computing as predicted by [53]. Comparably, everyone
expressed great confidence in their ability to overcome obstacles in cloud settings; 100%
of participants said they were "Very Confident," demonstrating unanimity. The support
for certain standards, such ISO/IEC 27037, NIST SP 800-61, and the Cloud Security
Alliance's Cloud Controls Matrix, was uniform, as 100% of respondents said that they
"Strongly Agree" with these standards. This finding is aligned with the study of [54] who
affirmed the use of these standards in cloud computing. Furthermore, all participants
strongly agreed that new or improved standards for cloud forensics should be developed
[55], and they were also satisfied with the usefulness and efficacy of the standards that are
now in place. Additionally, all participants (100%) stressed the need for industry
cooperation in defining new standards, the requirement of established protocols for cross-
cloud forensics, and the significance of a unified framework that encompasses both legal
and technological components. Finally, expressing 100% agreement once again, all
respondents said they were "Very Confident" about the possible success of new or
improved standards in solving upcoming difficulties. As shown by the unanimity
percentages across all poll parameters, the overwhelming agreement in these replies
demonstrates a strong favourable emotion toward current standards and a common
desire for additional developments in cloud forensics.

4.3. Results of the Interview

The study also incorporated interview sessions with 15 respondents to perform a
more comprehensive assessment in the context of expert opinion. Therefore, different
questions related to forensic investigation and cloud computing while outlining
challenges, and enhancement of new standards. In response to 11 questions, the study
developed the following themes using thematic analysis.

4.3.1. Theme 1: Jurisdictional Data Privacy and Challenges
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The discussion with respondents indicated that they often experienced difficulty
while dealing with jurisdiction for data privacy. For instance, Respondent 1 emphasised
the significance of data residency and jurisdictional issues, highlighting the need to
collaborate with cloud service providers and comply with interoperability standards.
Respondent 2 reiterated similar concerns while pointing out data dispersion across many
sites, isolation hazards, and cross-border data transfers [56].

4.3.2. Theme 2: Virtualisation and Shared Resources

The other discussed challenge was virtualisation and shared resources highlighted
by Respondents 5 and 6. The respondents indicated issues associated with encryption, the
dynamic nature of virtual environments, and shared and multi-tenant systems. The
discussion highlighted the importance of working with cloud service providers and
suggested policies like transparency reports and forensic methods that protect privacy
[57].

4.3.3. Theme 3: Lack of Physical Control over Infrastructure

Respondents also explained that there is a dearth of control over physical
infrastructure. The experts have to cope with the changing IP addresses, delimited access,
and exertion in conversing the chain of custody in a virtual setting. Additionally,
Respondent 9 spoke about difficulties including the inability to access physical memory
and live snapshot problems. These difficulties were thought to have consequences for
gathering and storing evidence in a cloud computing setting [58].

4.3.4. Theme 4: Standards and Guidelines

Current standards and guidelines were cited by respondents. Several responders
brought up ISO/IEC standards like 27037, 27041, and 27043. Respondent 1 referenced
ISO/IEC 27037:2012, which highlights the protocols for identifying, gathering, obtaining,
and preserving electronic evidence. Respondent 2 notably mentioned ISO/IEC 27041:2015
and argued for agile standards development, which NIST principles were also
commended for.

4.3.5. Theme 5: Collaboration with Cloud Service Provider

Respondent 5 urged community engagement and emphasized the value of
collaboration. Concerning vendor-specific formats and tools, respondent number eight
emphasized the need for incident response certification and training programs. Overall, a
major priority was ensuring that cloud service provider rules adhered to industry
standards, with a focus on openness, participation, and respect for established guidelines.

4.3.6. Need for New Standards

Several respondents said that new standards were required, ones that were specific
to the difficulties that cloud-based digital forensics presents. The proposals made by
Respondents 10 and 13, which called for industry forums for cooperation, legal
harmonization, and standards related to the cloud, were very clear examples of this. There
have been requests for standards that can adjust to new difficulties in the cloud computing
environment due to the dynamic nature of laws and technology.

4.3.7. Recommendations

Throughout all of the comments, suggestions for cooperation appeared often.
Standardized logging and auditing were highlighted by Respondent 7 as crucial elements
of productive teamwork. Respondent 9 suggested criteria for education and training as
well as privacy by design. Law enforcement organisations and forensic investigators were
included in the collaborative element, which also called for frequent industry events,
training initiatives, and worldwide cooperation in addition to cloud service providers.
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Respondents offered a variety of other perspectives and suggestions, ranging from moral
norms and transparency to continuity requirements. Attention was called to the areas of
emerging technologies, global data dissemination, and legislative harmonization. It was
advised that incident response and threat intelligence be integrated with ongoing
standards review and upgrades to ensure efficacy in the changing area of cloud-based
digital forensics.

5. Conclusions
5.1. Summary of Findings

The study outlined the recent advancement in the domain of digital forensic
investigation standards in cloud computing. For this purpose, a comprehensive data
analysis strategy was adopted through examining real-world case studies, survey data
and interview sessions. The case study analysis shed light on different hurdles faced by
organisations in cloud forensics highlighting the need to employ credible monitoring and
record set-ups. Meanwhile, the case study analysis suggested developing shared models
of accountability to cope with the issues due to the dearth of cloud infrastructure.
Additionally, survey data from 15 respondents explained respondents’ demographic
information and helped to identify the prominent challenges faced during digital forensic
investigations. On the whole, the findings of the survey suggested that respondents
always had to deal with numerous challenges while conducting forensic investigations.
These tentatively include multi-tenancy [39, 40, 41], lack of physical access to servers,
dynamic cloud settings, data encryption, and legal/jurisdictional concerns. Furthermore,
the participants conveyed serenity with the current norms and protocols, including
ISO/IEC 27037, NIST SP 800-61, and the Cloud Security Alliance's Cloud Controls Matrix
[54]. Lastly, the interview session with respondents further clarified the validation of
results from case studies and surveys. The respondents indicated various related factors
that created problems in conducting a successful assessment of cloud computing. In this
regard, regulatory data privacy [56], virtualization and shared resources [57], loss of
physical control over infrastructure [58], following rules and regulations, and the
significance of working with cloud service providers stand out. Meanwhile, these
interview sessions were effective in collecting valuable recommendations from
respondents to enhance the current standards and jurisdiction related to forensic
investigation. Respondents stressed the need for industry cooperation, awareness and
education, enhancement in training standards, design privacy, and better service
provisions for data logging and auditing.

The results show that experts in digital forensics agree on the difficulties and
prerequisites for conducting efficient investigations in cloud computing, opening the door
for further developments in standards and procedures in this developing sector.

5.2. Implications of the Research

The study has noteworthy implications for academics, practitioners, and legislators.
The research highlights the prerequisite for experts to work together with cloud service
providers and adapt their investigative practices given the details of cloud settings. The
results may be used by policymakers to amend rules, with a particular emphasis on
harmonising laws and standardising practices. Scholars are urged to explore particular
issues found in cloud-based digital forensics, make contributions to creative approaches,
and confirm the study's conclusions with more empirical research. To put it briefly, the
study contributes to focused inquiry for researchers in the dynamic area of cloud-based
digital forensics, regulatory updates for legislators, and practical adaptations for
practitioners.
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