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Abstract: The healthcare access is fundamental rights for every human being. It is Governments 

responsibility to provide good healthcare services and infrastructure to its citizen. Since last few 

decades, Government and healthcare industries are struggling to minimize the adverse events im-

pacting people health due to fake medicine. The world health organization also predicted that 4 out 

of 10 medicines in developing and poor countries are either fake or potentially adulterated. Coun-

terfeit drugs cost billions of dollars deficit to world economy and reduce research and development 

(R&D) funds allocation from organizations. Stopping counterfeit medicine into supply chain is main 

challenge for Government and regulatory authorities. The Government and regulatory authorities 

are now making stringent guidelines to prohibit criminals and counterfeiters to supply fake medi-

cine in markets. Healthcare industry need stringent regulations and secure technologies provide 

sage and authentic drugs to patients. The FDA has published the 10 years roadmap to implement 

the drug traceability in United States. The Healthcare Distribution Alliance (HDA) has also man-

dated to print several barcodes and human readable data in product packaging hierarchy. The FDA 

is participating in pilot project with leading pharmaceutical drug manufacturer and wholesales to 

use blockchain technology in interoperable digital network for securing digital traceability data 

transfer between authorized trading partners. 

Keywords: History of Pharmaceutical Industry; Pharmaceutical Barcode; Pharmaceutical Serializa-

tion; Digital Drug traceability 

 

1. Introduction 

Pharmaceutical drug serialization is a critical concept of tracking and tracing drugs 

digitally in supply chain. Digital drug serialization is based on What, Why, When and 

Where concept which ensure that any activities happened to drug is recorded digitally for 

future audit and traceable in supply chain.[1] Digital drug traceability in supply chain 

involves many complexities. This process contains many continues changes in brand 

ownership of drug between manufacturer and buyer. The absence of stringent regulations 

and secure technology in supply chain threats to all stake holders including patients’ life. 

Any error or adverse events in manufacturing, supply chain process, material sourcing, 

ideal storage and temperature can affect to drugs potency which can cause to people 

health.[2] 

Pharmaceutical business always attracts to criminals and drug trafficker to produce 

mass quantities of fake medicine and distribute them through illicit network and online 

selling through dark web. Covid-19 also played a crucial role for illicit drug trade which 

increased counterfeit drug production due to the disruption lack of skilled resources, low 

business resilience, and the rapid misuse of technologies.[3] Adverse economic impacts 

faced by the healthcare sector due counterfeit and illicit drugs cost huge amount of 

revenue to supply chain partners. The counterfeit drug trade decreases the health sector’s 

profitability and capacity to invest on pharmaceutical research and innovation for 

economic expansions. To assess the precise size of counterfeit drug market, four potential 

scenarios are evaluated that are associated with an estimated global counterfeit drug 
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market of $100 billion, $200 billion, $300 billion, and $431 billion, respectively. (Henry I. 

Miller & Waye Winegarden, 2020) [4]. Some blockchain based applications with advanced 

manufacturing technologies being applied to the digital drug traceability, continuous 

processes of improvements at the forefront of innovations. Some traceability scope that is 

critical and desirable to be systematically tracked and investigated is material traceability 

in continuous manufacturing systems [5]. The current competitive economic environment 

in pharmaceutical industries is playing the potential role of traceability as a main 

differentiator, enhancing wastage reduction, counterfeit prevention and minimize 

targeted recalls to improve supply chain process, synchronization, adaptability, visibility, 

resilience and security [6]. 

2. Impact of Barcodes in digital drug traceability 

Most countries have already adopted pharmaceutical serialization regulatory 

compliance and processing drug manufacturing as per regulations. Many manufacturers 

are facing challenges to implement serialization such as noncompliant due to bar 

incompatible codes. Noncompliance and incompatible barcodes can cause potential for 

lost productivity on production lines, the need for major human and capital investment 

for new processes of data management and inventory complications raise uncontrolled 

tracking of return serialized medicine. Implementing digital drug serialization regulation 

had a major impact on drug packaging such as label redesigning, alignments and 

incorporating serialization product data, product graphic elements, and pharmaceutical 

barcodes as per HDA guidelines. Pharmaceutical industry must to apply correct barcodes 

in drug packages to avoid confusion in supply chain to consider potential suspected drugs 

and delay further distribution in market. Implementing serialization regulation is an 

urgency for market to mitigate the risk of counterfeit and illicit drugs in the supply chain, 

it will require a sizable capital investment to cover start-up expenses for packaging 

serialized drugs. Manufacturer have to invest in infrastructure, equipment and digital 

devices including establishing new packaging line, barcode printers, Optic vision devices, 

barcode label grading and validating system, Global Traceability system etc. Additionally 

implementing blockchain can be used for resilient end-to-end digital tracking systems 

through the supply chain. It can be significantly useful by assigning GS1 standard 

barcodes in all levels of packaging units to consider it as the digital identity of the product. 

Industry also needs to train and educate their resources to validate label data on packages 

as it is part of the GMP process. Any misprint or overlooked error may create trust deficit 

in the market and can potentially risk drug recall by agencies [7]. 

Tamper evident seals on drug pack to mitigate risk of drug adulteration. 

 

Patra, S. (2022) explains that “Pharmaceutical Barcode is very mandatory for 

serialization process in pharmaceutical industries. It is very critical that barcode should 

contain accurate encoded information which must be scannable, readable and should 

decoded in any location. Manufacturer must ensure that right barcode printed as per 

regulatory compliance product packaging. Healthcare Distribution Alliance (HDA) 
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recommends to encode all fixed length data element first then variable length elements. It 

is also significantly noticed that encoding GTIN/NDC + unique serial number first will 

avoid the practical limit of length of some data scanning devices. 

 

Healthcare Distribution Alliance (HDA) recommended to use barcode attribute on 

medicine packages. Drug name to be printed minimum 0.5 inch or larger on packages. 

Label should also state the temperature for storage, drug potency, strength, NDC number 

in three segment, information of manufacturer and distributor, Global Trade Item 

number, Unique serial number (if product is serialized), Lot number and expiry date. 

Logistic item in trade must affix GS1-28 Databar Linear barcode for serialization. GS1-128 

barcode for homogenous pallet can have product information including Pallet level GTIN 

(DGFT regulation for India). Manufacturer can encode additional data but it must have 

word printed “Internal Use Only” so that it does not create complexity and confusion in 

supply chain which can cause costly delay in medicine distribution (pp-355-356) [8].  

Adopting latest barcode technologies play critical roles for improving patient safety and 

health. It administrates and ensure safe and accurate medicine is given to patient based 

on 5 mechanism – the correct drug, dose, time, route, and patient.[9] (Naidu & Alicia, 

2019) 
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Homogenous, Heterogenous serialized labels with GS1 2D Datamatrix and GS1-Data-

bar (Linear) Barcodes 

 

Pharmaceutical products generally packed into three level of packaging hierarchy. 

The pallet (Tertiary) level is a logistics unit also called as SSCC (Serial Shipping container 

code). SSCC is considered as final unit of packaging for transportation in supply chain. 

Secondary packaging hierarchy considered as Shipper Case in pharmaceutical supply 

chain terminology, mostly used for managing stock at warehouse level [10]. 

3. Online Drug Sales – Risk of Potential Counterfeiting 

Technological evolution and increased globalization of pharmaceuticals trade 

benefited global healthcare industries and eased drug accessibility to needful patients. 

Now people have greater accessibility of critical medicine and can buy them from trusted 

sources. Unfortunately, it is also exposing the loopholes of supply chain due to lack of 

government control on illicit drug sales on dark web. Counterfeiters and illegal drug 

traders sell medicine through social media platforms and dark-web sites. There are 

multiple factors which attract people towards online medicine purchase such as 
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geographical limitations, lower cost, fast go-to-market time, target direct customers, and 

wider reachability to customers [11]. Government and regulatory agencies must 

investigate the reason behind purchasing medication online (education level, awareness, 

age, economic conditions etc.). Investigations from this work would be useful to 

determine the solutions for consumers and stopping them for making questionable 

purchases or inform them of the risks available. Future research could also focus on 

examining how new and existing technologies can be utilized to help protect patients from 

online [12]. In 2011 the World Economic Forum has published a report which shows that 

online sales represent 7 – 10% of the global economy. Counterfeit drugs are products 

deliberately and fraudulently produced and/or mislabeled with respect to identity and/or 

source to make it appear to be a genuine product [13], [14], [15]. 

4. Challenges in Digital Drug Traceability 

Drug traceability is mandatory regulatory compliance for mitigating the risk of 

counterfeit drug in supply chain. 

Unfortunately, poor and developing countries are facing key challenges such as 

insufficient grants for infrastructure improvement, skillful resources, unavailability of 

secure technology and incapability of local pharmaceutical manufacturers to adopt and 

invest on drug traceability system. Small manufacturer face some critical challenges on 

geo-political and economic disparities, civil wars and political unrest, trust deficit on 

government, impact of climate change and nature’s fragility [16]. Implementing and 

sustaining serialization system for drug traceability required skillful resources. Any 

human, mechanical and technical error can cause adversely to human life [17].  In India, 

DGFT’ s requirement that manufacturers upload “dummy” or fake serial numbers for 

primary packages (i.e., individual vials, blister cards, or bottles) that are not serialized is 

possibly the most confusing requirement. In India, regulatory authority of DGFT 

mandated to upload serial numbers in DAVA portal. DGFT advised to upload dummy 

serial numbers which are not serialized and it can cause potential chance of counterfeiting 

[18]. To compliant with serialization regulations, small manufacturer has to invest 

significant amount in computers, vision systems, barcode grading system, effective 

quality control to regulate country compliance. Some processes like detecting and 

discarding misprinted drug package in packaging line required AI based applications to 

optimize and improve manufacturing defects and reduce to minimum human 

interventions [19]. Digital pharmaceutical products traceability provisions require 

additional space in manufacturing units for specialized packaging equipment’s to print 

the unique identifier in all packaging levels, label grading systems, barcode printer and 

vision systems. This setup needs huge financial investment for manufacturers and might 

be a good portion of their financial capabilities [20].  Investing on serialization 

equipment’s, label software, and digital traceability system make completely unbalance 

financial status of small pharmaceutical manufacturer. The cost basically involves the 

configuring of traceability system, various testing, validation and [21]. In many cases, big 

pharmaceutical manufacturer come into an agreement with hospitals to dispense their 

own branded medicine. Despite of heavy investment in infrastructure to adopt 

serialization compliance, these arrangements and agreements force small manufacturers 

to look into other segment of market and resulted reduction of earned revenue [22]. 

Technology is evolving rapidly and pharmaceutical industries using variety of IT 

platforms were available to assist in the planning and conduct of clinical trials [23]. 

5. Future Approach in Digital Drug Traceability 

Drug serialization and traceability is becoming a global compliance as more countries 

are adopting and standardizing their drug traceability regulation. As we are approaching 
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to 2023, It will be final phase of 10 yearlong implementation of Drug Supply Chain 

Security Act (DSCSA) since compliance enacted in 2013.  

Currently FDA is conducting a pilot project for feasibility of adoption blockchain 

technology in interoperable network. Under the 2023 DSCSA Act, drug manufacturer has 

to transfer drug traceability data digitally to wholesaler and distributor in supply chain. 

Furthermore, dispenser and pharmacy also need to receive drug traceability data in 

electronic product code information services (EPICS) format through shared and secured 

interoperable network. 

Finally, all stakeholders in pharmaceutical supply chain should be integrate to each 

other through digital interoperable network [24]. Healthcare Distribution Alliance (HDA) 

also published guidelines for manufacturer to print different levels of barcode in drug 

packages to make supply chain secure and mitigate drug counterfeiting.  

Nonconformance with Healthcare Distribution Alliance barcode guidelines can decrease 

supply chain efficiency, resulting in increased costs, product delays, and potential drug 

shortages [25]. It was clearly observed that world need effective solution to detect 

counterfeit medicine to improve supply chain visibility and patient safety [26]. Blockchain 

is a innovative technology which can be leverage for drug traceability. Blockchain 

technology can be significantly useful when GS1 compliant barcode is used in drug 

packages and then unique drug identifier stored digitally for drug traceability. Drugs 

serialized data will be available for all stakeholders (wholesaler, distributors, dispenser, 

pharmacy, and hospitals) in the supply chain and they can digitally verify the product 

identifier authenticity. The Blockchain technology is originated from the famous Bitcoin 

virtual currency and now it is widely adopted in different industry sectors. It has been 

distinguished from Bitcoin and famed as most stringent and secure technology. In essence, 

it is based on distributed ledger database maintained by multiple participants, which 

combines technical features such as cryptography, consensus mechanism, and smart 

contracts and has decentralized credibility, immutability, transparent data traceability, 

etc. features [27]. Blockchain is based on complex network which can be used for digital 

drugs traceability through the supply chain. Digital data encoding in GS1 compatible 

barcodes will be useful by assigning barcodes in all levels of packaging units to the digital 

identity of the product [28] 

6. Conclusions 

Drug counterfeiting is a serious issue which compromise public health and poised 

great threat to patient life. Since few decades, World Health Organization (WHO) made 

numerous efforts to mitigate the risk of counterfeit drugs. As per an estimate the majority 

of fake and illicit drugs are supplied in developing or poor countries like south Asia and 

Africa, this proportion can rise to 70 percent [29]. Drug Supply Chain Security Act 

(DSCSA) made 10-year long roadmap to implement serialization compliance in United 

States. DSCSA 2023 Act require manufacturer and distributor/wholesalers to transfer 

serialized data digitally through interoperable network. FDA is also working on pilot 

project to adopt blockchain technology in interoperable network to validate “Authorized 

Trading Partner”. DSCSA 2023 Act also mandate to transfer serialization data 

electronically between all supply chain partner for unit level traceability. By adopting 

secure, stringent and innovative technology and encoding product attributes in barcodes 

mitigate the risk of counterfeiting in supply chain. Future of serialization adoptability 

among countries is visible sign of its success and soon most of countries will make it 

regulatory mandate to serialized prescribed drugs. 
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