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Abstract: For conducting advanced analytics initiatives to acquire in-depth data into usage habits,
regional access, sales, and promotional success, etc, unique identification of packaged
pharmaceuticals will be a fantastic enabler. The main objective of this study is to prevent and reduce
the production of erroneous and counterfeit drugs using the enterprise system, which has become
a serious threat because it damages the reputation of legitimate drug manufacturers by trying to
produce and market placebo medications that are identical to the real thing. Due to federal
government procedures and priorities that frequently change over time, the majority of
implementation takes time. To achieve compliance with numerous federal regulatory authorities,
including drug traceability for patient safety, the pharmaceutical industry must implement a
systematic procedure in an ERP environment. The goals would be to guarantee medical drug
traceability and provide real-time warnings to supply chain stakeholders and regulatory bodies to
maximize the benefit of integrating a drug traceability system into an ERP environment.
Additionally, manufacturers are compelled to maintain product costs on the higher side due to a
heavy burden of unchecked manufacturing cost spikes. As a result, innovative marketing schemes
must be introduced in order to increase the reach to consumers by putting into practice successful
strategies.

Keywords: Drug Traceability, Drug Counterfeit, Pharmaceutical Serialization, Supply chain,
Blockchain, Track and Trace System, Enterprise System

1. Introduction

An ERP system is a computer system created to combine the units and functions of
every department into a single computer system that can handle the needs of every de-
partment. In fact, the core objective of ERP is to manage the business while enhancing
information flow throughout all facets of a company's internal activities. ERP is a group
of unique but connected modules that can be implemented as a whole for any firm.
(Ogechi, 2018) [1]. Whereas, drug counterfeiting is a potential threat to the pharmaceutical
industries. (Mackey, 2017) [2]. Critical success factors for adopting ERP for drug counter-
feiting are not technical system implementation procedures; instead, they promote highly
effective enterprise system implementations for drug traceability and support the organ-
ization in focusing on the most important aspects. The development of an effective strat-
egy for enterprise systems is dependent upon the development of acceptable functionality
to meet key attributes of a drug traceability system, which can be measured by success
factors of systems that have been successfully implemented and their interactions (Khan,
2018) [3].

The suppliers, raw material, manufacturers, retailers, hospitals, distributors, clinics,
and patients are contained as an agent in the healthcare supply chain. The difficulty in
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supply throughout the process is brought on by the need for data, centralized organiza-
tions, market competition amongst partners, and other considerations. It is not difficult
because of the COVID-19 (Chambliss et al. 2012) [4], yet it is difficult to combat bogus
pharmaceuticals because they can quickly infiltrate the healthcare industry.

Pharmaceutical businesses use a technological platform called enterprise resource
planning for "drug traceability requirements" that makes it easier to manage everyday
corporate operations, distributions, manufacturing, and accounting. It assists with coor-
dinating efforts to better manage your everyday operations while simplifying processes.
Both small and large enterprises view ERP as essential. ERP software, a crucial element of
daily operations, productivity, and record-keeping, improves efficiency and accuracy to
prevent costly errors and delays. ERP systems can offer data integrity and get rid of du-
plicate data with a single source of truth. You will be able to attain process efficiency and
more data visibility with this software's possibilities.

ERP systems serve a variety of business kinds, but their main function is to centralize
all of your company's drug traceability information’s. You can be certain that everything
you require is fully integrated, structured, safe, and accessible in this manner. Getting a
comprehensive picture of your organization is simple with the aid of an ERP system. Ad-
ditionally, it clarifies every aspect of your business operations for drug serialization com-
pliance and aids in finding opportunities to increase productivity. This can also assist you
in making sound financial decisions to setup infrastructure for adopting drug track and
trace system, which can be difficult if you lack a general understanding of your company.
If a corporation aspires to reach new heights, the system's clarity regarding how it oper-
ates is essential.

Technology now affects practically every aspect of our behaviour and personal lives.
The commercial and economic ecosystem is undergoing a great deal of change every day.
The pharmaceutical industry, like all other major and small sectors, is undergoing signif-
icant adjustments to keep up with these changing times. Pharma companies face a variety
of challenges for adopting drug traceability compliance, such as increasing process com-
plexity, changing consumer behaviour, healthcare reforms, an expanding amount of data
without the infrastructure to exploit it, and much more. Ultimately, drug serialization reg-
ulatory compliance is a top priority for all pharmaceutical companies. These restrictions
affect consumer trust and brand reputation, but there is also a safety concern. There are
regional variances in both legislation and standards. A comprehensive solution for drug
serialization in ERP can alter the game in terms of maintaining international standards,
safety, and medical best practices. Drug manufacturers can monitor these metrics and stay
up with adherence thanks to its customisable interface, centralized networking capabili-
ties, and automated solutions, which allow pharma businesses to keep up with the always
changing standards and laws. With an ERP solution integrated with drug traceability
system in businesses can be sure that tight laws will be followed. In this review article, we
are explaining the key attributes of an ERP system required for drug traceability. In this
article, we explain the key attributes of the ERP system in Figure 1.
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Figure 1. Key attributes of ERP System

2. Adaptability

The pharmaceutical industry creates, produces, and sells drugs as prescription med-
ications that patients can self-administer or have prescribed for them to cure, prevent, or
relieve symptoms. Pharmaceutical companies can sell both name-brand and generic med-
icines, as well as medical supplies. Consider an enterprise system as a way of gathering
all the data about finished goods or final medications from manufacturing, stock storage,
quality testing and release, and shipment to consumers or distributors. The ERP system
should be compatible to adopt emerging drug traceability systems. The system should
also be simple to use and flexible enough to accommodate all users inside the company.
The capacity of an enterprise system for pharmaceutical drug traceability to adapt to all
of its users is one of the key success criteria in its adoption. The followings are some fea-
tures of Enterprise System:

e  Strict quality checks

e  The capacity to follow ingredients from raw materials to finished goods
throughout the production process.

e Inventory tracking to ensure effective order fulfilment and on-time deliv-
ery.

e  Accurate sales operation and planning for manufacturing.

e Digital transparency in the supply chain.

e  Strict security measures are required to comply with various government
requirements. Visibility into the financial performance of every part of the
organization.

e  Compatible to integrate with internal MES and external customer and reg-
ulatory system

3. Scalability

Drug serialization process generates millions of record every day. These data is crit-
ical for further drug traceability in the supply chain. The ability of enterprise resource
planning (ERP) systems to integrate the key components of manufacturing to improve
workflows and boost overall productivity has made them very popular today, especially
in the manufacturing sector. However, you must carefully choose your ERP system to
make sure it meets the needs of your company. When choosing the best ERP for manufac-
turing, there are several factors to take into account. Consider the scalability choices of-
fered by your desired ERP system, for example. Because you anticipate that your firm will
continue to expand, the scalability of your system is crucial.
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3.1. What Is ERP System Scalability

Scalability in relation to ERP systems refers to the system's capacity to accommodate
business expansion and change. This implies that your ERP system should be able to man-
age various business entities and have full access to on-demand automation resources.
Most pharmaceutical companies have multiple business lines, or they have a global pres-
ence. ERP systems integrated with track-and-trace systems should be scalable due to their
applicability to most prescribed drugs. Its capacity to manage increasingly complicated
elements of your workflows and extra rules for local and global expansion is the basis for
its scalability.

Most ambitious manufacturing companies will soon outgrow their current ERP sys-
tem, necessitating an upgrade to suit their current business requirements. Due to the
bother and agony involved in replacing your current ERP system with a new one, which
may cost you hundreds of thousands of dollars, you need an ERP system that is fully
scalable. Organization must ask yourself a number of crucial questions when you assess
the scalability of your ERP system. These inquiries will enable you to determine whether
the ERP system you select will be beneficial to your company for an extended period of
time. The following are the key inquiries you should make while evaluating the scalability
of your ERP software:

e  How well does your company's ERP system handle the increasing volume
of information and transactions?

e  Can your ERP system accommodate new functions and features as your
company grows and changes?

e  How does scalability play a role in multi-location or multi-national setups
supported by the ERP system?

e  Can your ERP software help your company grow globally as a single en-
tity?

4. Interoperability

Interoperability between enterprise systems for electronic data exchange is a regula-
tory requirement for the US market. As per the drug traceability regulation, all partners
in the supply chain must exchange unit-level serialization data between stakeholder
groups, including the manufacturer, wholesaler, distributor, and dispenser. Opportuni-
ties to enhance patient care and gain valuable insights from healthcare data have increased
dramatically in recent years as a result of the boom in investment in digital health tech-
nologies. A complex ecosystem of interoperability providers has emerged from start-up
and large IT organizations as complementing offers to the ever-growing number of crea-
tive solutions. Despite the fact that many interoperability vendors advertise plug-and-
play, one-size-fits-all, and simple button solutions, I can attest from personal experience
that things are rarely as straightforward as sales and marketing personnel would have
you believe. In order to make sure that you (as a technology, supplier, the payer, pharma-
ceuticals, or other healthcare consumer of these services) are maximizing the benefit of
your investment, there are a number of important things to achieve.

Work with an interoperability vendor who was created to manage healthcare sys-
tems and all of their numerous (not so) endearing interoperability quirks. This is their area
of expertise and industry focus. In a continuously changing, industry-neutral environ-
ment, working with an interoperability vendor who is an integration innovation will pay
off in the long run by enabling you to stay ahead of the curve when it comes to new leg-
islation, regulatory standards, and client feature requirements. The capacity to support
your use case successfully and efficiently at scale, the amount of time and effort required
to execute the solution, the overall cost at scale, and many other factors are among the top
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priorities for buyers. Business Objectives: An organization building out a core interoper-
ability capability will have different considerations than one attempting to improve its
digital footprint across the company or adapt to certain changes in its main business.

5. Usability

Drug traceability solutions integrated with ERP systems should be user-friendly. The
user interface (UI) should not be designed to be cumbersome and difficult to understand
for business users. Many products aim to be plug-and-play devices that can be rapidly set
up and need little technical knowledge. However, those who are well-versed in healthcare
interoperability know that this is rarely the case. Unless you have a large staff of technical
FTEs with little to do (and if you have, we should chat as soon as possible) Supported
Modalities: API-to-APl interfaces are supported by a large number of interoperability ven-
dors, but other modalities, such as HL7, FHIR, X12, and flat files, to mention a few, are
widely used in healthcare and can provide major functional difficulties for otherwise sim-
ple workflows.

Supported Deployment Types: Healthcare data is increasingly being migrated to the
cloud. However, a lot of interoperability suppliers in the healthcare sector got their start
when patient data was only ever held locally. Given the significant effort needed to set up
an interoperability solution between each participant in your solution's ecosystem, having
a thorough understanding of how your interoperability vendor's solution may or may not
work depending on your deployment strategy today and in the future may be a deciding
factor.

6. Drug Traceability

Pharmaceutical drug traceability is a regulatory process that is the core component
of serialization. All drug traceability systems integrated with ERP must be capable of stor-
ing events and transaction data. As per the National Institute of Health, the ability to trace
the history, application, or location of a medicine is one of the key attributes of the drug
traceability process. The source of the medicine must be traceable through the key ele-
ments of data encoded into barcodes or in human-readable forms. In essence, traceability
is a component of quality management. The effort to enhance and boost the effectiveness
of data collection, plant control, and quality assurance can also serve as a catalyst for the
development of a cutting-edge internal traceability system. Additionally, according to
(Moe, 1998) [5], a data model must be developed in order to track the history of process
activity or the variation in the amount of unit-traceable resources through time. Since
data flow happens across several firms, traceability systems demand the sharing of infor-
mation and the usage of a common language. The main goal of implementing a traceabil-
ity system is to reevaluate the duties and goals of the entire supply chain management.

6.1. Compliant with Internal and External Auditing

As per US regulation 21 CFR Part 11, the enterprise system should have all change
logs with electronic signatures. All events and transactions impacting drug serialization
must be available for internal and external audit. A simple audit is just a look at the books,
money, and physical inventory of a business. Double checking everything is essential be-
cause tax money, government compliance, and the reputation of the organization are all
at stake (Schenker, 2018) [6]. Anyone working for the company who is familiar with basic
financial concepts including creating financial statements, bookkeeping, and how to as-
sess internal business processes can conduct an internal audit. Internal audits are con-
ducted for a number of reasons, including to make sure that the company's financial fig-
ures add up, that the records are kept accurately, that the operations are in order, and that
the financial controls are operating as intended. An effective internal audit is one of the
four components of corporate governance, according to the Institute of Internal Auditors
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corporate governance model. The ERP system should be seen as a significant factor influ-
encing internal audit performance since information technology advancements, in all of
their forms, quickly affect auditing (Wang, 2013) [7]. Internal audit is viewed as a service
provided by auditors to make sure the figures in the financial statements of the company
produced by the accountants are not materially misrepresented. (Tsipouridou, 2014) [8]
explained that the most significant IT project affecting the accounting function in the pre-
ceding 15 years has been the implementation of ERP systems.

6.2. Easy to Integrate with other Business applications.

Pharmaceutical business processes are very dynamic and complex. Due to business
requirements, Enterprise applications must integrate with internal and external systems,
including drug packaging lines, traceability systems, regulatory systems, and customer
systems. For many of their services and product offerings, pharmaceutical businesses rely
on partnerships or outside vendors. For instance, organizations that do clinical research,
clinical trials, and pharmacovigilance are known as clinical research organizations
(CROs). Organizations are collaborating with one another to create new skills, including
novel medicines or commercialization services, that would normally take them years to
develop internally. Although these more frequent partnerships may contribute to scala-
bility and success, they also raise the demand for backend IT data sources to be connected.
Integrated data between businesses is necessary for business-as-usual tasks like financial
reporting and compliance or regulatory requirements. Additionally, there is a growing
requirement for real-time access to and viewing of this data.

6.3. Compliant with federal regulations

Drug traceability is a key regulation for the United States DSCSA and the European
Union Falsified Medicine Directive (EU-FMD). Hence, it is mandatory for drug traceabil-
ity solutions to be built into ERP to comply with existing regulations. It is also essential
that whatever ERP you select has features in place to help you ensure that records, elec-
tronic signatures, and handwritten signatures are each accounted for and can be followed
throughout the manufacturing process in order to be in compliance with title 21 CFR part
11, a crucial FDA regulation governing the pharmaceutical industry. Even though using
an ERP by itself won't help you comply with this law, many of them have features like
workflows, approval controls, and audit trails that can. The DEA or EPA may be actively
monitoring your business depending on the things you create. If that's the case, you'll
want to be sure the software you buy can help you keep track of your inventory of haz-
ardous or controlled substances.

6.4. Compliant with Emerging Technologies

Over the past few decades, the world has seen a significant transformation. Emerging
technologies drew the most attention in the pharmaceutical industry for drug traceability
and cold chain, especially blockchain technology. Organizations used and continue to
adopt a variety of technological applications in an effort to thrive and gain a competitive
advantage. ERP, or enterprise resource planning, is one of the results of progress (Salur,
2021) [9]. Cloud ERP solutions are delivered using the SaaS approach. Numerous provid-
ers in the industry offer cloud-based ERP solutions (Cheng, 2020) [10]. The most common
ERP modules, which can be used separately or in combination to create an integrated sys-
tem: finance & accounting, inventory, production, sales, human resource, supply chain
management, and ultimately the CRM module (Abdullah, 2017) [11]. Software as a service
(SaaS) and cloud computing are revolutionizing how companies distribute and use project
programming. SaaS, which gained popularity in the latter half of the 1990s, has expanded
quickly and is now the industry standard for distributing new applications throughout IT
businesses. (Fauscette, 2013) [12]. Using technological tools like storage, memory, and pro-
cessing on-site is no longer necessary thanks to the cloud computing paradigm. Instead,
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service providers control and manage these online services and client access (Sadeeq,
2021) [13]. Utilizing this type of machine platform would be profitable for the business.
Some advantages include decreasing the initial capital expenditure, shortening the start-
up phase, lowering operational and running costs, and productive virtualization (Rashid,
2019) [14]. If the cloud computing capability affects ERP systems, then they are cloud-
based. An internet-based browser can be used to access a cloud-based ERP system, so the
end-user is not required to set up or install any software. In the software sector, SAP Busi-
ness by Design is a well-known Cloud ERP. With the shift to this computing paradigm,
the availability of online cloud storage for ERP poses a number of security issues, includ-
ing intrusion detection. The attacks and intrusions seem to be able to bypass traditional
intrusion prevention systems, resulting in a lack of network security (Igbal, 2016) [15]. Al
in ERP is a modern innovation that eliminates the need for human machinery. But there's
no denying that Al is a useful tool for enhancing the ERP framework's computing power
(Madakam, 2019) [16]. In addition to significantly changing the environment and way of
life, digital advancements impact every aspect of business and society. Better interactions
and innovation are enabled by new digitally based market models, which unlock
knowledge value (Morris, 2016) [17]. In order to improve internal management, create a
more intelligent technology platform, and maximize business processes within a single
organization, Al makes best use of intelligent software systems (Juma, 2020) [18]. Artificial
intelligence programs are more likely to perform routine human tasks. Therefore, the
adoption of new technology is also driven by the need to reduce operational expenses for
businesses by improving employee workflows and the overall effectiveness of business
operations (Marshall, 2018) [19]. Following Figure 2, explain the benefits of cloud compu-
ting adopted in an ERP environment.
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Figure 2. Benefit of Cloud computing in ERP environment

7. Conclusion

ERP systems provide the entire business with a wide range of advantages and ser-
vices, including pharmaceutical drug traceability. ERP systems assist the business by ex-
changing information and data amongst all functional areas both internal and external the
business to align with current drug serialization compliance. ERP systems offer a wide
range of benefits and services to the entire firm to compliant with drug traceability regu-
lations. ERP systems help the company by facilitating information and data exchange
across all functional divisions both inside and outside the company. There is a wealth of
evidence in the literature that suggests integrating Al could increase productivity, and
there has also been considerable discussion of how Al may affect the security and privacy
of SaaS and cloud-based ERP systems. ERP systems offer a wide range of benefits and
services to the entire firm. ERP systems help the company by facilitating information and
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data exchange across all functional divisions both inside and outside the company. Small
manufacturers can use some best practices to reduce the danger of breaking the law. As
the scale of generating serializing products is minimal, they can alter or improve their
current Base ERP system and develop an internal serialization process. The in-build seri-
alization program will have a very low sustainability rate and can be integrated with the
support of the current ERP system.
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